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INTRODUCTION ON IMAGE ENCRYPTION
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INTRODUCTION ON IMAGE ENCRYPTION

Characters of image data

Drawbacks of  tradition cipher

Security of image 

data

Generalized Arnold cat map
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substitution diffusionPlain-text Cipher-text

One detail scrambling scheme is used

in this step: Arnold cat map; standard

map and so on.

One detail diffusion scheme is

also used in this step.

Traditional image mode
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SC-PCC FRAMEWORK
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Relativity of image pixels

Security of positions of 

image pixels

P-box

RP-box
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P-box
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SC-PCC FRAMEWORK

Image blocks(8×8)

Self-correlation 

permutation 



SC-PCC FRAMEWORK

P-box RP-box
SC-PCC 

encryption

D P

P-box RP-box
SC-PCC 

encryption

DP

encryption

decryption
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 P-box and RP-box:

 Random number generation: 
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15 2 6 3 4
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58 11 32
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67 63 42

SCIS2011 zhaoliang@itslab.csce.kyushu-u.ac.jp

Image 

blocks

Permutation
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S-box
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Round key

D-box
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Plain block

Cipher block

Self-correlation permutation:
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Permutation matrix



 Simulation result:
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 Test results:
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CONCLUSION

SC-PCC Framework
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THANK YOU VERY MUCH

Q&A
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