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Chen et al, CHES 2009.

| Scheme H PubKey [ SecKey “ Encryp Decryp
RSA(1024) 128B 1024B 22.4us | 813.5us
ECDSA(160) 40B 60B 409.2us | 357.8us
3HFE-p(31,9) 7KB 5KB 23us | 60.5pus

Rainbow(31,24,20,20) 57KB 150KB 17.7us 70.6us
TTS(31,24,20,20) 57KB 16KB 18.4us 14.2us
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Fault attacks

l. Permanent Fault attack.
000000000000 oObOoOoOooon

Il. Transient Fault attack.
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Table: 1. Our permanent fault attacks on MPKC

[ Big Field [ STS
#PF 1 n—1
#(x, ) (n+1)(n+2) 1
Recovering parts of S, T apartof T

Table: 2. Our transient fault attacks on MPKC

[ Big Field [ STS
#TF T(n+1)(n+2) n—u +1
Recovering | hidden gm—u, 41, ,&m | @ part of S
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Fault attack

l. Permanent Fault attack.
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Il. Transient Fault attack.
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Permanent Fault attack

0000 (HFEQ OO

Z a,-jXq/‘“'i + Z ﬁ,-Xqi +7, (over K).

0<ij<r 0<i<r

G(X)

oooooo
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Step2. 000000000 y,--,y€k™006' 00000
0000

xi =SNG HT 1 (y)) = F ' (w).
Step3. FOODOO x;0000000

zi = F(x;).

Stepd. 6, =y;—z0000000 S, TOOOOO

Si=yi—zi=(F=F)x)=To(G-G")oS(x)
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(G-G)(x)OODO “00"0000000000000000
goog

ooooooo
(G-G)X)=cX9tY000- 000000000000

4
Kipnis-ShamirD OO0 S, 70000000

gooooooo
(G- G)(x)=(0,---,0,cxix;,0,--- ,0)".

4
{6,000 TOOOODOODOOODO

Table: 1. Our permanent fault attacks on MPKC

| BigField [ STS
#PF 1 n—1
#00) | 1+ D(n+2) T
Recovering parts of S, T apartof T
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Transient Fault attack

gooo

y T2 T4y) 5 6 YTy, )

22 STHGHT A (y).r) = x

Stepl. 00ODOOOOO0O rOODOODOOODOOOOOOO
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Step 2. Step 1000000000
Step3. 0000000000000 OOOS, TOOOOO

Y. Hashimoto, T. Takagi and K. Sakurai Fault attacks on multivariate public key cryptosystems



gboboboboboboob

ooooooooooooooooooooooooog
Oe.g. HFE— — HFEOO

¥
gobuodgboobbooboooboobbooooab

goboooooo

OoO0 Sopoooooooo

4
gooooouovooooooooooooooo

Table: 2. Our transient fault attacks on MPKC

[ Big Field | STS
#TF s(n+1)(n+2) n—u+1
Recovering | hidden gm—u, 41, - ,&m | @ part of S
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