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Abstract

Obfuscating transformation is a technique for protecting the intellectual property rights of software. This transformation
makes the program more difficult for a reverse-engineer to understand but do not affect the functionality of the program.
In our research we separate fields and methods in order to destroy these encapsulated structures. By this mean we
successfully obfuscate the source-code of Java language. Moreover by applying another obfuscation technique[ISEC2002-
6(2002-5)] of Osabe et al using interface and method-overload later, we can make point-to-analysis of the program

NP-hard. As a result, a quantitive reason can be given to the difficulty of the static analysis of the obfuscated program.

Keywords: Tamper-resistant software, Software Security, Obfuscation , Java, Point-to Analysis
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class A{

private int a;
public void setA(int x){

a = x;
}
public void showA(){
System.out.println("a = " + a);
}
class B{

private double b;

public void setB(double x){
b = x;

}

public void showB(){
System.out.println("b = " + b);

}

class beforeq{

public static void main(String[] args){
A obj_a = new AQ);
obj_a.setA(1);
obj_a.showA();
B obj_b = new B(Q);
obj_b.setB(1.5);
obj_b.showB();
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class 0{

public int a;

public double b ;

public static void setB(double x, 0 obj){
obj.b = x;

}

class A extends 0{

public int a;
public static void setA(int x, 0 obj){

obj.a = x;
}
public static void showB(0 obj){
System.out.println("a = " + obj.b);
}

class B extends 0{
public double b;
public static void showA(0 obj){
System.out.println("b = " + obj.a);
}
}
class afteriq{
public static void main(String[] args){
A obj_a = new AQ);

A.setA(1,0bj_a);
B.showA(obj_a);
B obj_b = new B();
0.setB(1.5,0bj_b);
A.showB(obj_b);
}
}
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class 0{
public int a;
public double b ;
public static void setB(double x, 0 obj){
obj.b = x;
}
}

interface I{
public void showB(0 obj);
}
class A extends 0 implements I{
public int a;
public static void setA(int x, 0 obj){
obj.a = x;
}
public static void setA(0 obj){
obj.a = 0;//dummey

}

public void showB(0 obj){
System.out.println("a = " + obj.b);

}

}
class B extends 0 implements I{
public double b;
public static void showA(0 obj){
System.out.println("b = " + obj.a);
}
public void showB(0 obj){

System.out.println("a = " + 0);
//dummey
}
}
class after2
{

public static void main(String[] args){
A obj_a = new AQ);

[/ Ay A —=N—1— K& HO#5
if (x*(x+1)%2==0) A.setA(1,obj_a);
else A.setA(obj_a);
B.showA(obj_a);
B obj_b = new B();
0.setB(1.5,0bj_b);
ERE A ELS S IS - ild
I obj_i;

if (x*(x+1)*(x+2)%6==0) obj_i = new AQ);

else obj_i = new B(Q);
obj_i.showB(obj_b);

10 4 BEOHFALTHELZEM L -4



