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Router # access-list permit host 11.0.0.1

1 99
100 199

Router # access-list deny host 11.0.0.2

Router(config-if)# ip access-group EI in
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Cisco VLAN

Switch_A#vlan database
Switch_A(vlan)#vlan 10 name Accounting
Switch_A(vlan)#vlan 20 name Marketing
Switch_A(vlan)#vlan 30 name Engineering
Switch_A(vlan)#exit

VLAN 10
Switch_A#conf t
Switch_A(config)#int fa0/4
Switch_A(config-ify#switchport mode access
Switch_A(config-ify#switchport access vlan 10
Switch_A(config-if)#int fa0/5
Switch_A(config-if)y#switchport mode access
Switch_A(config-if)y#switchport access vian 10
Switch_A(config-if)#int fa0/6
Switch_A(config-if)y#switchport mode access
Switch_A(config-if)y#switchport access vian 10
Switch_A(config-ify#end

VLAN 20
Switch_A#conft
Switch_A(config)#int fa0/7
Switch_A(config-ify#switchport mode access
Switch_A(config-ify#switchport access vian 20
Switch_A(config-if)#int fa0/8
Switch_A(config-ify#switchport mode access
Switch_A(config-if)y#switchport access vian 20
Switch_A(config-if)#int fa0/9
Switch_A(config-if)y#switchport mode access
Switch_A(config-if)y#switchport access vian 20
Switch_A(config-if)#end

VLAN 30
Switch_A#conf t
Switch_A(config)#int fa0/10
Switch_A(config-ify#switchport mode access
Switch_A(config-ify#switchport access vlan 30
Switch_A(config-if)#int fa0/11
Switch_A(config-ify#switchport mode access
Switch_A(config-ify#switchport access vian 30
Switch_A(config-if}#int fa0/12
Switch_A(config-ify#switchport mode access
Switch_A(config-if)y#switchport access vian 30
Switch_A(config-ify#end

Switch_A(config)#int fa0/1
Switch_A(config-ify#switchport mode trunk
Switch_A(config-ify#end

Switch_B(config)#int fa0/1
Switch_B(config-ify#switchport mode trunk
Switch_B(config-ify#end

. 123 456 789 0111
switth A QOO0 /O000\/ NN/ EEE
Trunk VLAN10 | VLAN20 | VLAN30
ﬂZ3 456 789 /\101112
switch_8 | 1010 O N l}/
VLAN 10 Accounting
VLAN 20 Marketing
VLAN 30 Engineering

Switch_A(config)#int range fa0/10 — 12
Switch_A(config-if)#switchport mode access
Switch_A(config-if)#switchport access vian 30

VLAN

Switch_A#show int fa0/10 switchport
VLAN

Switch_A#show vlan
VLAN

Switch_A#vlan database
Switch_A(vlan)#no vlan 30

Switch_A#show int fa0/1 switchport
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Switch_A#vlan database
Switch_A(vlan)#vtp server
Switch_A(vlan)#vtp domain groupl
Switch_A(vlan)#exit

Switch_A#vlan database
Switch_A(vlan)#vlan 10 name Accounting
Switch_A(vlan)#vlan 20 name Marketing
Switch_A(vlan)#vlan 30 name Engineering
Switch_A(vlan)#exit

VLAN 10
Switch_A#conf t
Switch_A(config)#int fa0/4
Switch_A(config-ify#switchport mode access
Switch_A(config-if)y#switchport access vian 10
Switch_A(config-if)#int fa0/5
Switch_A(config-ify#switchport mode access
Switch_A(config-if)y#switchport access vian 10
Switch_A(config-if)#int fa0/6
Switch_A(config-ify#switchport mode access
Switch_A(config-if)y#switchport access vian 10

VLAN 20
Switch_A#conft
Switch_A(config)#int fa0/7
Switch_A(config-ify#switchport mode access
Switch_A(config-if)y#switchport access vian 20
Switch_A(config-if)#int fa0/8
Switch_A(config-ify#switchport mode access
Switch_A(config-if)y#switchport access vian 20
Switch_A(config-if)#int fa0/9
Switch_A(config-if)#switchport mode access
Switch_A(config-if)y#switchport access vian 20
Switch_A(config-if)#end

VLAN 30
Switch_A#conf t
Switch_A(config)#int fa0/10
Switch_A(config-ify#switchport mode access
Switch_A(config-ify#switchport access vian 30
Switch_A(config-if)#int fa0/11
Switch_A(config-if)y#switchport mode access
Switch_A(config-if)y#switchport access vian 30
Switch_A(config-if)#int fa0/12
Switch_A(config-if)y#switchport mode access
Switch_A(config-if)y#switchport access vian 30
Switch_A(config-ify#end

Switch_B#vlan database
Switch_B(vlan)#vtp client
Switch_B(vlan)#vtp domain groupl
Switch_B(vlan)#exit

Switch_A E oo

Trunk

Switch_B ao

23 456 789 Ouzk
oof\/ NEE\ / EEE
VLAN10 | VLAN20 | VLAN30
23 456 789 /\101112
O O ny
VLAN 10 Accounting
VLAN 20 Marketing
VLAN 30 Engineering

-

VTP

VTP

VTP

VLAN

()=

-

VTP

VTP VLAN Trunking Protocol

VLAN
VLAN
VLAN
VTP

NVRAM

VTP

NVRAM

Switch_Af#show vtp status
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Switch_A(config)#int fa0/1
Switch_A(config-ify#switchport mode trunk
Switch_A(config-if)#end

Switch_B(config)#int fa0/1
Switch_B(config-ify#switchport mode trunk
Switch_B(config-ify#end

VLAN 10
Switch_B#conf t
Switch_B(config)#int fa0/4
Switch_B(config-if}#switchport mode access
Switch_B(config-if)y#switchport access vian 10
Switch_B(config-if)#int fa0/5
Switch_B(config-if)y#switchport mode access
Switch_B(config-if)y#switchport access vian 10
Switch_B(config-if)#int fa0/6
Switch_B(config-if)y#switchport mode access
Switch_B(config-if)y#switchport access vian 10
Switch_B(config-if)y#end

VLAN 20
Switch_B#conft
Switch_B(config)#int fa0/7
Switch_B(config-ify#switchport mode access
Switch_B(config-if)y#switchport access vian 20
Switch_B(config-if)#int fa0/8
Switch_B(config-if)y#switchport mode access
Switch_B(config-if)y#switchport access vian 20
Switch_B(config-if)#int fa0/9
Switch_B(config-ify#switchport mode access
Switch_B(config-if)y#switchport access vian 20
Switch_B(config-if)#end

VLAN 30
Switch_B#conf t
Switch_B(config)#int fa0/10
Switch_B(config-ify#switchport mode access
Switch_B(config-ify#switchport access vian 30
Switch_B(config-if)#int fa0/11
Switch_B(config-if}#switchport mode access
Switch_B(config-ify#switchport access vlan 30
Switch_B(config-if}#int fa0/12
Switch_B(config-if)y#switchport mode access
Switch_B(config-if)y#switchport access vian 30
Switch_B(config-if)#end
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VLAN

Switch_A#vlan database
Switch_A(vlan)#vlan 10 name Sales
Switch_A(vlan)#vlan 20 name Support
Switch_A(vlan)#exit

Switch_A#conf t

Switch_A(config)#int fa0/5
Switch_A(config-ify#switchport mode access
Switch_A(config-ify#switchport access vlan 10

Switch_A(config-if)#int fa0/6

Siwitch A

|=A015g7 FAO/L .@'

Switch_A(config-ify#switchport mode access
Switch_A(config-if)y#switchport access vian 10
Switch_A(config-if)#int fa0/7
Switch_A(config-if)y#switchport mode access
Switch_A(config-if)y#switchport access vian 10
Switch_A(config-if)#int fa0/8
Switch_A(config-ify#switchport mode access
Switch_A(config-if)y#switchport access vian 10

Switch_A(config-ify#end

router>enable

router#conf t
router(config)#hostname Router_A
Router_A(config)#enable secret cisco
Router_A(config)#line con 0
Router_A(config-line)#password cisco
Router_A(config-line)#login
Router_A(config-line)#line vty 0 4
Router_A(config-line)#password cisco

Router_A(config-line)#login

Switch_A#conf t

Switch_A(config)#int fa0/9
Switch_A(config-if)y#switchport mode access
Switch_A(config-if)y#switchport access vian 20
Switch_A(config-if)#int fa0/10
Switch_A(config-if)#switchport mode access
Switch_A(config-if)y#switchport access vian 20
Switch_A(config-if)#int fa0/11
Switch_A(config-ify#switchport mode access
Switch_A(config-if)y#switchport access vian 20
Switch_A(config-if}#int fa0/12
Switch_A(config-ify#switchport mode access
Switch_A(config-ify#switchport access vlan 20
Switch_A(config-if)y#end

Switch_A#conf t

Switch_A(config)#int fa0/1
Switch_A(config-ify#switchport mode trunk
Switch_A(config-ify#end

Router_A(config-line)#exit
Router_A(config)#int fa0
Router_A(config-if)#no shutdown
Router_A(config-if)#int fa0.1
Router_A(config-subif)#encapsulation dotlq 1

Router_A(config-subif)#ip address 192.168.1.1 255.255.255.0

Router_A(config-if)#int fa0.2
Router_A(config-subif)#encapsulation dotlq 10

Router_A(config-subif)#ip address 192.168.5.1 255.255.255.0

Router_A(config-if)#int fa0.3
Router_A(config-subif)#encapsulation dotlq 20

Router_A(config-subif)#ip address 192.168.7.1 255.255.255.0

Router_A(config-subif)#end
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