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Abstract This paper reports the 2004 (25th) IEEE Symposium on Security and Privacy held
on 10-12 May 2004 in Oakland, California, USA. A survey of research trends on this symposium
is also presented. (http://www.ieee-security.org/TC/SP2004/oakland04.html)
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Commercial and Industrial Secu-
rity,

Mobile Code and Agent Security,
Network Security,



Data Integrity,

Information Flow,

Viruses and Other Malicious Code,
Authentication,

Secure Hardware and Smartcards,
Intrusion Detection,
Language-Based Security,
Security of Mobile Ad-Hoc Networks,
Electronic Privacy,

Distributed Systems Security,
Anonymity and Pseudonymity,
Access Control and Audit,
Security Verification,

Security Protocols,

Biometrics,

Peer-to-Peer Security,

Database Security,

Denial of Service
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Session: Attacks and Defenses

Keyboard Acoustic Emanations (Dmitri
Asonov et al.)
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Effects of Mobility and Multihoming on
Transport-Protocol Security (Tuomas Aura
et al.)
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Analysis of an Electronic Voting System
(Tadayoshi Kohno et al.)
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Panel: Electronic Voting Dan Wallach (Rice),
Dana DeBeauvoir (County Clerk, Travis County,
TX), Josh Benaloh (Microsoft Research)
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O Voter anomity

O Auditability for results

O Fast result

0 Human facters / accessibility
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O Overvoting

0 Digital signature on ballots

Session: Theory of Access Control

Access Control By Tracking Shallow Ex-
ecution History (Philip W. L. Fong)
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A Layered Design of Discretionary Ac-
cess Controls with Decidable Safety Prop-
erties (Jon A. Solworth et al.)
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Session: Cryptography

Symmetric encryption in automatic anal-
yses for confidentiality against active ad-
versaries (Peeter Laud)
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Automatic Proof of Strong Secrecy for
Security Protocols (Bruno Blanchet)
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5-minute work-in-progress talks

work-in-progress 1 00 0000000000
Introduction

Cryptographically Justifying Dolev-Yao
Under Active Attacks (Michael Backes)

Static Analyzer for Vicious Executables
(SAVE) (A.H. Sung et al.)

Testing Malware Detectors
(Mihai Christodorescu et al.)

A Theoretical and Practical Attack Deriva-

tion Model (Shai Rubin et al.)
A Semantics-Based Approach to Privacy

Languages (Ninghui Li et al.)

Ranking False Positives in Security Check-
ers Using Probabilistic Static Analysis
(Rajeev Gopalakrishna et al.)

Fast Detection of Scanning Worms (Stu-
art E. Schechter et al.)

Shield: First-Line Worm Defense (Helen
Wang)

Privacy in Library RFID : Issues, Prac-
tices, and Architectures (David Molnar et
al.)

Security Considerations for IEEE 802.15.4
Networks (Naveen Sastry et al.)

Pumped TFTP for UDP Covert Chan-
nel Identification, Analysis, and Mitiga-
tion (Steven J. Greenwald et al.)

Detecting AAA Vulnerabilities by Min-
ing Execution Profiles (Zhan Xu et al.)

A Method for Detection and Visualiza-
tion of Anomalous Network Behaviors
From IP Traffic Flow (John Zachary et al.)

Views of Privacy: Business Drivers, Strate-
gies, and Directions (Carolyn Brodie et al.)

Isolating Drivers without Tears (Nathanael
Paul et al.)

Generating Security Policies for Black-
Box Software via Collaborative Execu-
tion Monitoring (Hilarie Orman)

Quarantine Region Scheme for Spam At-
tacks in Wireless Sensor Networks (Ser-
dar Sancak et al.)

Analysis, Design and Real Time Imple-
mentation of Electronic Voting Machine
(Nachiappan Arunkumar et al.)

Detecting the Misappropriation of In-
formation by Insiders (Matthew Broadhead
et al.)

Session: Denial of service

An empirical analysis of target-resident
DoS filters (Michael Collins et al.)
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Large-Scale IP Traceback in High-Speed
Internet: Practical Techniques and The-
oretical Foundation (Jun Li et al.)
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An Endhost Capability Mechanism to
Mitigate DDoS Flooding Attacks (Abra-
ham Yaar et al.)
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Session: Access Control and Privacy

Safety in Automated Trust Negotiation
(William H. Winsborough et al.)

Automated Trust Negotiation(ATN) O for-
mal framework OO OO OATNODODOODO
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Securing OLAP Data Cubes Against Pri-
vacy Breaches (Lingyu Wang et al.)
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Panel: Grand Challenges in Computer
Security Research

Virgil Gligor (U. Maryland), Mike Reiter
(Carnegie Mellon), Dan Simon (Microsoft Re-
search), Gene Tsudik (U.C. Irvine)

Session: Static Analysis

Run-time Principals in Information-flow
Type Systems (Stephen Tse et al.)
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Formalizing Sensitivity in Static Anal-
ysis for Intrusion Detection (Henry Han-
ping Feng et al.)

Push Down Automata (PDA)OOOOOO
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Session: Network Security

Fast Portscan Detection Using Sequen-
tial Hypothesis Testing (Jaeyeon Jung et
al.)
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On-the-Fly Verification of Rateless Era-
sure Codes for Efficient Content Distri-
bution (Maxwell N. Krohn et al.)
000o0oDoo0ooooooooooog
O0000oooooooooooooooog
ooooooooooooog

Multicast Authentication in Fully Ad-
versarial Networks (Anna Lysyanskaya et
al.)
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Session: Security Against Physical At-
tacks

An Interleaved Hop-by-Hop Authenti-
cation Scheme for Filtering False Data
Injection in Sensor Networks (Sencun Zhu
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SWAtt: Software-based Attestation for
Embedded Devices (Arvind Seshadri et al.)
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4.4.1 1IDS (Intrusion Detection System)

1997000 2003000000000000
gboogogz2001000 200200 20000



goboooboobooobooz20400000O
gbool1ooooooboobooboboon
gbobooboooboobboobooboo

4.4.2 Operating System
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4.4.3 Access Control
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4.4.4 Cryptography, Protocols
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4.4.5 Network
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[2] NDSS2004: http://www.isoc.org/isoc/
conferences/ndss/04/

[3] USENIX Security Symposium 2004:
http://www.usenix.org/events/sec04/



