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t| Conventional a

ess 
ontrol models have been supported 
on�dentiality and integrityre
e
ting required organizational se
urity poli
y. However, atta
ks involving operational semanti
s or
on
urren
y 
an not be 
onsidered with generi
 a

ess 
ontrol be
ause of its behavioral 
hara
teristi
.This paper propose an RBAC-Enfor
eable Se
urity Automata to tra
e the sequential a

ess events oftrusted operating systems hardened with Role-Based A

ess Control (RBAC). Produ
t 
onstru
tion ofsu
h an automaton 
an dete
t the 
ondition of time-of-
he
k-to-time-of-use (TOCTTOU) atta
k whi
h
on
erns with 
on
urren
y.Keywords: a

ess 
ontrol, behavior 
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he
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ess 
ontrol,operating system se
urity, trusted operating systems, automata1 Introdu
tionWe have been widely adopted role-based a

ess 
on-trol (RBAC) [1, 2℄ as major a

ess 
ontrol enfor
ementme
hanism in variable systems in
luding operating sys-tems, sin
e it o�ers 
exibility in enfor
ement, and pol-i
y neutrality. It also lessens the burden of administra-tion. Trusted Operating Systems (TOS), an operatingsystem whi
h in
ludes a se
urity kernel providing pro-te
tion from diverse unknown threats, introdu
e RBACas their 
ore a

ess 
ontrol me
hanism in many resear
hproje
ts as well as 
ommer
ial produ
ts.TOS involves operational dynami
s: ea
h pro
essesprodu
e a sequen
e of operational semanti
s, and some-times a set of pro
esses interoperate via inter-pro
ess
ommuni
ation (IPC) fa
ilities su
h as �le, so
ket, sharedmemory, and so on. However, the prevalent resear
htrend of RBAC has intensively illuminated the re
e
-tion of organizational se
urity poli
y, not the behaviorof overall system exe
utions. In other words, resear
heshave fo
used on the engineering of formation amongsta

ess entities by making relations between subje
t andobje
t based on their se
urity 
riterion. With this en-for
ement, operations are permitted under the poli
yapproval but the order of operations is not restri
ted.There is a 
lass of atta
k in that the order of op-erations is important. Atta
ks exploiting the runtimeprogram environment of setuid (set user id) assignedappli
ation in UNIX operating system is one of su
hexample. In terms of a

ess 
ontrol, setuid me
ha-nism 
an be 
onsidered as temporal privilege transi-tion to the other privilege. Sending a mail or 
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time program atta
ks { su
h as bu�er over
ow, formatstring, double free, and so on { 
hange the exe
ution
ow of pro
ess under the legal a

ess 
ontext: in view ofdis
retionary a

ess 
ontrol (DAC) in UNIX, su
h priv-ilege transition via setuid me
hanism is permitted, butthere is no restri
tion on the exe
ution sequen
es. Set-ting aside DAC-enfor
ed system, any operating systemwhi
h supports privilege transition in their a

ess 
on-trol me
hanism 
an be harmed with similar manner [3℄.Moreover, atta
ks involving 
on
urren
y of pro
esses,su
h as time-of-
he
k-to-time-of-use (TOCTTOU) at-ta
ks [4℄, also 
an not be 
onsidered e�e
tively in 
on-ventional s
hemes.This work fo
uses on the operational semanti
s interms of a

ess 
ontrol. Performing an atomi
 oper-ation 
orresponds to a tuple of subje
t, obje
t, andoperation with the valid session under RBAC poli
y
on�guration. A set of tuples 
an be thought as exe-
utions with whi
h we 
an further enfor
e behavioralrestri
tion against atta
ks whi
h exploits the order ofoperations or 
on
urren
y. We propose the 
onstru
-tion of se
urity automata for enfor
ing Role-Based A
-
ess Control (RBAC) for Trusted Operating Systems.We model our automata to be EM (Exe
ution Moni-tor) enfor
eable [5℄ so that 
an restri
t the sequentialexe
utions of program behavior in operating systems.Moreover, the produ
t 
onstru
tion of exe
ution moni-tor also shown here to prote
t TOCTTOU atta
ks 
on-sidering the operational 
on
urren
y.The rest of this paper is organized as follows. In se
-tion 2, the 
on
ept of poli
y with EM property andRBAC are presented. Se
tion 3 shows how atta
ks
an exploit in view of operations under the legal a

ess
ontext. We propose se
urity automata whi
h haveRBAC a

ess 
ontext and also make produ
t 
onstru
-tion against TOCTTOU atta
ks in se
tion 4. Dis
us-sion will be given in se
tion 5 and the paper ends with
on
lusions in se
tion 6.
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Figure 1: Model of Role Based A

ess Control(RBAC96)2 Ba
kgroundIn this se
tion we brie
y shows the 
on
ept of RBAC,and the 
on
ept of Exe
ution Monitor is given basedon the work of Alpern, S
hnneider, and Bauer [5, 6, 7℄.2.1 Role-Based A

ess ControlThe main 
hara
teristi
 of RBAC [1, 2℄ [Fig. 1℄ isthat it does not dire
tly asso
iate a subje
t with anobje
t. Instead, by 
on
eiving the role whi
h repre-sents job fun
tions or responsibilities in a system or anorganization, RBAC greatly eases a

ess 
ontrol ad-ministration. A 
onventional DAC or a MAC systemusually involves dire
t asso
iation between a subje
tand an obje
t. If there are hundreds of thousands ofa

ess entities { a possibility in large enterprises { ad-ministrators of DAC or MAC system have diÆ
ulty inmanaging all the a

ess entities. A spe
i�
 role gathersa set of ne
essary permissions { de�ned as the 
arte-sian produ
t of the set of operations and the set ofobje
ts { in order to perform a 
ertain duty. Hen
e, ifan administrator of the RBAC system wants to make asubje
t perform a given duty, then the subje
t is simplyassigned an appropriate role.The abstra
tion of role o�ers several advantages asit enables us to 
o-opt many useful methods from the�eld of software engineering. Due to the similarity ofroles and 
lass obje
ts, one 
an adopt obje
t orientedapproa
h just as for 
lass obje
ts. For example, if a roleis on
e 
odi�ed, then reusability amounts to reassigningsubje
ts to the role of the same responsibility. Similarduties 
an be easily 
onstru
ted by modifying only afew attributes of an existing role.Nowadays, many proje
ts whi
h aim to harden oper-ating system in
lude RBAC: Se
urity-Enhan
ed Linux[8℄, GRSe
urity [9℄, and many other 
omme
ial TOSs.2.2 Ex
ution Monitor2.2.1 EM-Enfor
eable Se
urity Poli
yS
hnneider developed the properties of exe
ution whi
his enfor
eable under se
urity poli
y with the 
on
ept ofexe
ution monitor (EM) [5℄. Here we give notions ofEM-enfor
eable systems and se
urity automata. In thiswork we emphasize operational semanti
s with a

ess
ontrol 
ontext.A system performs a sequen
e of atomi
 operationsa1; a2; :::; an 2 �, where � is a set of operations (a

ess

events). We use � and � to denote a �nte sequen
eof operations. A system exe
ution � 
onsists of ea
hatomi
 operations, therefore � � �� and �; � 2 �. Forany sequen
e � = a1a2a3:::an,�[i℄ = ai�[::i℄ = a0a1:::ai�[i::℄ = aiai+1:::an.A se
urity poli
y, in sense of operational semanti
s 1is de�ned as a predi
ate on sets of exe
utions. A set ofexe
utions � statis�es a poli
y P if and only if P (�)equals true.A property is a set of in�nite sequen
e of programstates [6℄. A se
urity poli
y P is intended behavior un-der exe
ution monitoring if P is spe
i�ed by a predi
ateof the form P (�) : (8� 2 � : P̂ (�)) (1)where P̂ is a predi
ate on exe
utions and it de
ideswhether a given individual exe
ution have to be termi-nated or not.The 
ondition for a property to be EM-Enfor
eableis that P must be pre�x-
losed:(8prefix(�); � 2 � : :P̂ (prefix(�))=) (8� 2 � : :P̂ (�))) (2)Together with (1) and (2), safety properties is de�nedto spe
ify that \bad things" do not happen during exe-
ution [6℄. If an operational sequen
e deviates from the
riterion, then it must be terminated after some �niteoperations.(8� 2 � : :P̂ (�) =) (9i : :P̂ (�[::i℄))) (3)2.2.2 Se
urity AutomataA safety properties 
an be re
ognized by a variant ofB�u
hi Automata: Se
urity Automata (SA) is a quadru-ple.- �: a 
ountable set of a

ess events,- Q: a 
ountable set of automaton states,- q0 2 Q: an initial state,- Æ : Q�� �! Q is a partial transition fun
tion.A

ess events are gorverned by SA if a transition isde�ned during the system exe
ution. Re
ognition ofa sequen
e of a

ess events means that the sequen
eis under the 
urrently enfore
d poli
y thereby restri
t-ing the behavior of operations. Note that an a

essevent is simply a tuple of obje
t, operation, and sub-je
t whi
h is a
tivated 
ontext by 
onventional a

ess
ontrol s
hemes.1 We distinguish the term se
urity poli
y with that of rules thathave been unambiguously expressed when enfor
ing organiza-tional poli
y su
h as DAC, MAC, or RBAC.



Table 1: Example of Operational A

ess Context in UNIXIntended Behavior Exploited Behavior1 (jim,jim,root,*,*) (jim,jim,root,*,*)2 (jim,jim,root,seteuid(root),�) (jim,jim,root,seteuid(root), � )3 (jim,root,root,open,/ab
) (jim,root,root,open,/ab
)4 (jim,root,root,read,/ab
) (jim,root,root,read,/ab
)5 (jim,root,root,lseek,/ab
) (jim,root,root,lseek,/ab
)6 (jim,root,root,write,/ab
) (jim,root,root,exe
ve,/bin/sh)7 (jim,root,root,
lose,/ab
) (jim,root,root,*,*)8 (jim,root,root,exit,�) (jim,root,root,*,*)3 S
enario of Atta
ks with OperationalA

ess ContextIn this se
tion we analyse two types of atta
ks whi
h
an be viewed with operational semanti
s in operatingsystems.3.1 Atta
k under Legitimate A

ess ContextTodays we en
ounter a various type of program run-time atta
ks su
h as Sta
k Over
ow [10℄, Heap Over-
ow, Double Free, Format String, and so on. Most at-ta
k aims to a
quire privileged shell in UNIX/Linux op-erating systems. The problem is on that 
onventionala

ess 
ontrol in UNIX 
an not e�e
tivly prote
t theabove atta
k. Pre
isely speaking, the exploiting pro-
ess 
an be a
hieved under legitimate a

ess 
ontrol
ontext.In generi
 Linux operating system, a

ess 
ontrol isa
hived based on permission bits and this is 
ategorizedin dis
retionary a

ess 
ontrol (DAC). sometimes a usertemporailiy needs to transit its privilge for some spe
ialpurpose. Representative example is 
haging passwordof its own, and during the modi�
ation of password �lethe user pro

ess is in privileged mode. In UNIX OS,this fun
tion is supported by setuid (set user identity)me
hanism. User pro
ess 
an be transited its privi-lege by setting e�e
tive uid (euid), to be equal to suid.Therefore, if suid is the uid of super user (zero), userpro
ess 
an perform privileged operation during thetransited exe
ution. Finishing prvileged jobs, the priv-ileged mode is terminated by terminating the pro
ess:users 
an exe
ute only de�ned operations designatedby suid program.However, if a suid program have a runtime bug andan atta
ker 
an spawn a shell during the exe
ution, thetransited privilge 
an not be returned and the user pro-
ess stays at privileged mode beyond its original priv-ilege. For the des
ription of an example, we de�ne a
-
ess 
ontext in UNIX as � = (uid; euid; suid; op; obj),whi
h is a tuple of uid (subje
t), e�e
tive uid, saveduid, operation, and obje
t, respe
tively.Table 1 shows the operational a

ess 
ontexts of asimeple example. Left 
olumn 
ontains a sequen
e ofintended behavior and unwanted 
ase is in right 
ol-umn. * means some arbitrary symbol for ea
h itemand � means empty. In line 2, the user program tran-sited to its privilege to root (superuser) to write some


ontents into a prote
ted �le (/ab
) for spe
ial pur-pose. Note that this is legal under the system poli
y
on�gured by administrator. However, an atta
ker ex-ploits the program between line 5 and 6 due to somebu�er management bug 
ontained in the program andexe
utes a shell. From that point, the atta
ker 
an
ourish full system privileges and this is still legitimateunder the a

ess 
ontrol enfor
ement be
ause an at-ta
ker only 
hanges its operations and doesn't violatethe DAC me
hanism: one just prolonged one's stayingat privileged level and there are no restri
tion on theoperational semanti
s.This kind of atta
k 
an be possible in every oper-ating system if the given enfor
ement me
hanism sup-port some sort of privilege transition [3℄. We 
an de-�ne � = (user; role; opr; obj) to depi
t the behaviorof RBAC 
ontext. There might be privilege transitionby role transition of a user. In 
ase of SELinux [8℄,it adopt type transition to enable privilege transitions(Role transition was also availble in SELinux and nowit is depre
ated.) and it is part of type enfor
ement:another a

ess 
ontrol me
hanism beyond 
onventionalpermission based s
heme.3.2 TOCTTOU Atta
kAnother atta
k senario is atta
k involving 
on
ur-ren
y known as time-of-
he
k-to-time-of-use (TOCT-TOU) atta
k [4, 11℄. TOCTTOU atta
k 
an be 
ausedby invalid assumption of programmer that the refer-en
e of the resour
e will not 
hagne between the timeof 
he
k and the time of use. Unfortunately, this is nottrue be
ause modern operating systems handle mul-tiple pro
ess 
on
urrently and pro
ess s
heduler takes
harge of its management. We take an ar
hetypal TOCT-TOU binding 
aw example [4℄ to see the pro
dure ofthe atta
k in Table 2. The open system 
all is invokedright after the a

ess system 
all and programmer donot imagine that something 
an happen between two
onse
utive system 
alls. However, system s
heduleris involved and there is possibility of performing an-other a
tions by another pro
esses between them. Asan example shown here, if the referen
e of temporary�le is modi�ed by unlink and symlink in stage 2 and 3during the time s
heduled for the atta
ker's program,the system programwrites some parameter-o�ered 
on-tents not to the orignal �le but to /et
/passwd �le in



Table 2: An Ar
hetypal TOCTTOU Atta
kSystem Program Atta
ker's Program1 (system,root,root,a

ess,/tmp/ab
)2 (jim,jim,jim,unlink,/tmp/ab
)3 (jim,jim,jim,symlink,(/et
/passwd,/tmp/ab
))4 (system,root,root,open,/tmp/ab
)5 (system,root,root,write,/tmp/ab
)stage 5. Hen
e atta
ker 
an insert dummy a

ounts to/et
/passwd �le without having privilege of adminis-trator.TOCTTOU atta
ks 
an be prote
ted if atta
k sig-nature is obtained from analysis of spe
i�
 atta
k 
ase.However, atta
ks are still vaild even re
ently [12℄, andrange of atta
ks are not 
on�ed to �le ra
e 
onditionbut various senario is possible in
luding database sys-tems, or Java 
lass loader [11℄, thus we have to es-tabilsh fundamental 
ountermeasure to 
ope with un-known TOCTTOU atta
ks.4 A Proposal of Operational Constraintwith RBAC-Enfor
eable Se
urity Au-tomataIn this se
tion, we propose an se
urity automatawhi
h 
an 
onstrain operations in trusted operatingsystems hardend with RBAC.4.1 RBAC-Enfor
eable Se
urity AutomataOur framework simply extend existing RBAC 
on-�guration whi
h 
onstrains orgarnizational information
ow in a system. Upon RBAC 
on�guration, we intro-du
e Exe
ution Monitors (EM) to tra
k the behaviorof operations in terms of RBAC a

ess 
ontexts. Ea
hRBAC 
ontexts represent granted a

ess by the RBACreferen
e monitor. Even though a given a

ess eventsis granted to exe
ute by the referen
e monitor, it isneeded to be examined by EM relating with other a
-
ess events. The behavioral poli
y 
an be 
on�guredwith the language a

eptable by the state ma
hine.The main 
omponents of the 
ore RBAC are givenbelow.- USER;ROLE;OPR;OBJ : the set of users, roles,operations and obje
ts.- PERM = OPR �OBJ : the set of permissions.- SESSION : the set of sessions.- UA � USER�ROLE: a many-to-many user-to-rolerelation.- PA � PERM � ROLE: a many-to-many role-to-permission assignment relation.- RH � ROLE � ROLE: partial ordering on ROLE
alled the inheritan
e relation, i.e.,

- For 8r1; r2 2 ROLEi; r1 � r2 means r1 is anan
estor of r2. (Equivalently, r2 is a de
en-dent of r1.)Some fun
tions for RBAC relations are de�ned asfollow.- users(r : ROLE)! 2USER: users assigned to a roler, namely,- users(r) = fu 2 USER j (u; r) 2 UAg- a
tive user(s : SESSION)! USER: the mappingfrom a session to a user.- a
tive roles(s : SESSION) ! 2ROLE : the map-ping from a session to a set of roles, i.e.;- a
tive roles(s) �fr 2 ROLE j (a
tive user(s); r) 2 UAg- perms(r : ROLE) ! 2PERM : permissions assignedto a role r, namely,- perms(r) = fp 2 PERM j (p; r) 2 PAg- inherited perms(r : ROLE) ! 2PERM , inheritedpermissions on role r, namely,- inherited perms(r) =fp 2 PERM j (9r0 < r)[(p; r0) 2 PA℄g- authorized perms(r : ROLE) ! 2PERM , autho-rized permissions on role r, de�ned as,- authorized perms(r) =perms(r) [ inherited perms(r)RBAC-Enfor
eable Se
urity Automata (RBAC-SA)is a quintuple: hRBAC;�; Q; q0; Æi su
h that- RBAC: an a

ess 
ontrol 
on�guration,- � = USER�ROLE�OPR�OBJ : an a

ess 
on-text, i.e.,- f(user; role; opr; obj) j 9session : SESSION;[user 2 users(role)^opr�obj 2 perms(role)^user 2 a
tive user(role)^role 2 a
tive role(session)^opr � obj 2 authorized perms(role)℄g- Q: a 
ountable set of automaton states,- q0 2 Q: an initial state,



- Æ : Q�� �! Q is a partial transition fun
tion.With RBAC-SA, q0 w�! q for some q 2 Q means thea

eptan
e of a

ess events sequen
e w. The re
ogni-tion of behavioral poli
y P by an a

eptor M is:fw 2 �� j 9q 2 Q : q0 w�! qg (4)Therefore, if a given sequen
e is out of in P , thenthe behavior is not intended. We 
an 
onsider the 
on-�guration of negative behavior as well as intended be-havior with negating the a

etable language. With thenegative spe
i�
ation, we 
an 
onstraint the pro
essbehavior seteuid: � :exe
ve not to be exe
uted in thatsequen
e against the exempli�ed atta
k in Table 1.Here we de�ned se
urity automata to be determin-isti
. However, the 
hoi
e 
an be nondeterministi
 de-pending on the behavior 
on�guration method.4.2 Produ
t Constru
tion of RBAC-SATOCTTOU atta
ks involve 
on
urren
y among pro-
esses and the produ
t 
onstru
tion of states of SA isneeded to 
apture those 
onditions. Our 
onsiderationis on multiple Exe
ution Monitors (EM) whi
h tra
eea
h pro
esses in TOS.For example, thinking with the example in Table 2,an EM (EM1) whi
h is monitoring the system programand another EM (EM2) monitoring atta
ker's pro
essare respe
tively running in a system. Noting only op-erations, EM1 will a

ept a string a

ess:open:writeand EM2 will a

ept a string unlink:symlink in some-times. The idea of dete
ting TOCTTOU atta
k is onthe merge produ
tion of languages of multiple a

ep-tors 
orresponding ea
h EMs.- EM1 = hRBAC;�; Q1; 01; Æ1i,- EM2 = hRBAC;�; Q2; 02; Æ2i,- EMq = hRBAC;�; Qq; 0q; Æqi,- Q3 = Q1 �Q2 = f(p; q) j p 2 Q1 ^ q 2 Q2g- Æq((q1; q2); a) = f(Æ1(q1; a); q2); (q1; Æ2(q2; a))gEMq tra
es the evolution of global produ
t states ofpro
esses. If EMq dete
t an instan
e of merged stringsu
h as a

ess:open:unlink:symlink:write, as a neg-ative behavior then we 
an enfor
e all involving pro-
esses have to be terminated as we EMq has de
idedthat the 
ondition of TOCTTOU atta
k are in 
urrentglobal state. We de�ne a new paradigm of poli
y mit-igating a sort of atta
ks with 
on
urren
y as follow:� Con
i
t of Behavior (Poli
y) : COB(q1; q2) if twoCOB states are 
oin
idently met, then involvingpro
esses are for
ed to be terminated.Pairwise extension of the merge produ
tion of SA
an enfor
e on overall pro
esses in a system.

5 Dis
ussionThe 
onsideration of behavioral aspe
ts is mostly thearea of intrusion dete
tion. Intrusion Dete
tion Sys-tems (IDS) with the normal behavior database tra
ksthe sequen
e of pro
esses and terminates a pro
ess ifit deviates from the database. In view of a

ess 
on-trol, ea
h atomi
 operation, a subje
t operates on anobje
t, passed from IDS sensor is granted with the be-havioral poli
y. Our framework 
an be thought, inpart, as an intended behavior spe
i�
ation based in-trusion dete
tion [13℄. Be
ause we 
an built intendedbehavior spe
i�
ation as a

eptable strings by Se
uriyAutomata. However, spe
i�
ation based IDS does not
are about the any properties ex
ept subje
t of a
-
ess 
ontrol: if we say an a

ess 
ontrol with spe
i-�
ation based inrusion dete
tion, only identity baseda

ess 
ontrol (IBAC) is possible in snapshot of opera-tions, be
ause ea
h behavior spe
i�
ation is identi�edby 
orresponding user id.Our �nal intention is the 
onstru
tion of uni�ed modelof a

ess 
ontrol with intended behavior 
onstraint inoperating systems. Pra
ti
ally, 
oexistan
e of enhan
eda

ess 
ontrol and intrusion dete
tion system is veryheavy in general operating systems. Moreover, the
on�guration of trusted systems (with enhan
ed a

ess
ontrol) and intrusion dete
tion systems are not negli-gible. Se
urity administrator has to attention on both
on�gurations.If we 
an support uni�ed se
urity framework 
om-prising both te
hnologies, we 
an mitigate the buddenof se
urity 
on�guration as well as the system perfor-man
e penalty.Another issue with simultaneous attention of a

ess
ontrol and behavior re
ognition is noninterferen
e. Asystem is noninterferen
e se
ure if for all users, theiroutput sequen
e is the same as the output sequen
epurged of inputs from higher users. Ko et al. [14℄present an intrusion dete
tion based on the 
on
eptof noninterferen
e for dete
ting ra
e 
ondition atta
ks.We believe that our framework 
an support this 
on-
ept with operation tra
es and role hierar
hy.6 Con
lusionIn this paper, we have examined atta
ks whi
h 
annot be 
onstrained in stati
 
on�guration of a

ess 
on-trol e�e
tively. Considering operational semanti
s, wehave proposed a framework to tra
e of prosses behaviorin operating systems with Se
urity Automata whi
h isEM-Enfor
eable and its 
ontext re
e
ts RBAC a

essevents. Moreover, the merge type of produ
t 
onstru
-tion of SA supports the dete
tion of TOCTTOU at-ta
ks with 
on
i
t of behavior poli
y enfor
ement.We have plans to investigate the appli
ability of some
onventional se
urity poli
ies with EM monitor.A
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