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QI Sl D Intoducion and the Motivation.
Trusted Operating System (TOS)

Security Facilities
(IDS, Firewall, etc)

e App. level security solutions can
be bypassed [1]
— Intrusion Detection System (IDS)
and Firewall are executed it 0
in application level System Resources

Important Information

e TOS is an even more
fundamental security solution <

App. Level

“Without TOS, all security efforts result in
Fortress built upon sand”’[2]
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0 e L L Introduction and the Motivation
TOS and Access Control

e What is the Trusted Operating System (TOS)?

Application Authentication Encryption

Sys. Call / API / Command
(01

Audit IDS Anti-virus

Access Control

Kernel Services
Process | Network IPC

Devices | Memory FS

H/W

TOS := traditional OS services + security services
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Access Control

e Access Control: the core function of the TOS

Kernel outside Kernel inside

» Access Fail

Access Access

Control

Request

Jd I EEEEEEER || Access Illllllllllv
Enforcement
Subject’s Access Control Object’s Access Control

Information * Information

{ Access
Decision
Rules j
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Current Access Controls

e The process of access control

— Gather Access Control Information(ACI)
at the moment of each access

— Make a decision based on the ACI
— Discard the ACI

Current
Execution
rogram P (arga, argb Point
E ? (arg %) get (subj, obj)

info
A

load_data(arga); <> —p save_data(argc) —
load_data(argb); <>

calculate; <> B iieiieiietietietietiedi ettt Aaineiiel
CEP save_data(argc);<> get (5_U|f3], obj)

load_data(argc); <> —p load_data(argc) LS

- Control

print; <o

print;

\ 4

) get (subj, obj)
= info Access
=) print >
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QU el . Introduction and the Motivation
Insufficiency of Current Access
Controls

e Current access controls cannot block some kinds of
attacks

All are ordinary operations
sendmail Race Condition Attack \ (legal op erat!:)n s)
/bin/mail » /tmp/spool.tmp Exec: /bin/mail
Change target object
k \‘J /root/.rhosts )

_—_—_—_—_—_—_\

| | — Exec: /bin/mail |
main(argc, argv){ .
| for (1)1 — unlink |
unlink(argv[1]); . .
| symlink(argv[2], argv | Send Mail |<-—| symlink |
.racer Read SPOOL i
l $$SPOOLDIR/root/$SPOOLFIL _| |
i © STARGET.FLE —  Write SPOOL |
while |... [e]
ho “+ +” | /bin/mail root POOL .
I Geep 10 | (m/mallreo S1_Create SPOOL | Write SPOOL
done Extracted Operations
\ ]

\__________________/
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Summary of the Motivation

e Current access control process is insufficient
— We need a stronger method

e We propose an extended access control

— Extend the vision and the functionality of the concept of
access control based on the sequence of operations
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Role Based Access Control

e The Core of RBAC An RBAC relationship

User
— Abstractions - T - SO &)
- i i dn aa B0 ER ER OEd
alice2266, Te"er] reaseranseassansnnshannsnnaashastagheganet | gipjoor
bob, \ Branch oleé| [ apstraction
charley, Manager
dorothy111, A
eves1256, e /
frank_fly, \
golum
« Interface for giving 0 | S I vor e
additional constraints o Createmplovee | M create accounts | [ Deposit .
I ! asiaciion
ReadIIE‘T:onee -{ Delete Accounts —{ Draw
I " )
e Our Extended Features g { enlpose | rranser
are ba Se On the De'etenf?;!"wee -{ Visit Vaults { Reference )
abstractions oy
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RBAC v.s. E-RBAC

e RBAC, one of the
traditional access controls
— No component to

express execution
sequences

e Subject- and object-
abstractions are mixed in
one abstraction layer

E-RBAC
— Components to express
execution sequences
¢ Ordering information
o Identification information

Abstr

distinguished
— Subject abstraction does
not need the properties

e Overhead for
implementations

Security Research Group
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Additional Constraints of E-RBAC

e Subject Abstraction and Object Abstraction
— Roles: a set of users (subject-abstraction)
Ex) Secretaries := {John, Michael, Tom}

—|Behaviors: a set of permissions (object-abstraction)
Ex) FileOpSet := { f_open, f_close, f_read, f_write}

e QOperations in E-RBAC

— expressed in the Behavior layer
e Permitted operations without procedural restrictions
e Prohibited operations without procedural restrictions

e Permitted execution sequences of operations (Positive
procedural constraints, Positive PC)

e Prohibited execution sequences of operations (Negative PC)
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Extended-Role Based Access Control

¢ Extended RBAC (E-RBAC)
— Core E-RBAC
— Constrained E-RBAC

e The Conceptual Diagram

® : Core E-RBAC
m+m : Constrained E-RBAC
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Core E-RBAC

e Core E-RBAC Model
— USERS, ROLES, BEHAVS, and PERMS
— SESSIONS
— SA [0 USERS x ROLES
— OA [ BEHAVS x PERMS
— AR [0 ROLES x BEHAVS

— assigned_users: (r: ROLES) - 2UsERs, the mapping from a
role r onto a set of users
e Formally: assigned_agents(r) = { a 0 USERS | (a, r) O SA}
— assigned_permissions: (b: BEHAVS) - 2PERMS the mapping
of behavior b onto a set of permissions

e Formally: assigned_permissions(b) = { p O PERMS | (p, b) O
OA}
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Core E-RBAC

— agent_session(a: AGENTS) - s (s: SESSIONS), the mapping
of agent a onto a session

— session_role(s: SESSIONS) - r (r: ROLES), the mapping of
session s onto a role

— assigned_behaviors: (r: ROLES) - 28EHAVS  the mapping of
role r onto a set of behaviors
e Formally: assigned_behaviors(r) = { b O BEHAVS | (r, b) O AR}

— avail_session_permissions: (s: SESSIONS) - 2PERYS the
mapping from a session s onto a set of permissions

e Formally: avail_session_permissions(s) =

U bOassigned_behaviors(r) aSSig ned_perm iSSionS( b)
(,where rlsession_roles(s))
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Constrained E-RBAC

e PR Components

— PR(Procedural Restrictions)
e PU(Procedural Unit)
— Behavior x Execution Order x Repetition
e PC(Procedural Constraint)
— PU x Identification Property

e PH(Procedural History)
— N x Session x Role x Behavior x Order in PC x PC

Security Research Group 16
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Modeling Behaviors

e Normal and Attack behaviors can be described

The permitted behavioral patterns of log file
management

Comm (o) | @) Gmomsd)

The prohibited behavioral pattern of the race

Positive condition attack

Negative
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Modeling Behaviors with PR

2. Extended RBAC

e Normal and Attack behaviors can be expressed with

PR elements

Log Mgmt

Open Log File

Close Log File

Read Log File

Exec: /bin/mail

Write Log File

POSITIVE |

(b1[Open Lfile], 1, 1)

(b2[Close Lfile], 1, 2)

(b1[Open Lfile], 1, 1)

(b2[write Lfile], 1, 2)

(b2[Close Lfile], 1, 3)

unlink
symlink
Send Mail
Read SPOOL
Write SPOOL
Create SPOOL
NEGATIVE |

(b1[Open Lfile], 1, 1)

(b2[Read Lfile], 5, 2)

(b2[Close Lfile], 1, 3)

(b1[Exec: /bin/mail], 1, 1)

(b2[unlink], 1, 2)

(b3[symlink], 1, 3)

Security Research Group
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Security Administration

e Protect a system
Security policy > Implementation (= > Security administration

e Defense a fortress
Elaborate plans ﬁ> Build barriers and traps ﬁ> Assign soldiers

e Security administration

— Wrong configuration gives rise to security flaws
e unauthorized access, denial of service

— Finding faults in a configuration
e Manual or trial-and-error is almost impossible
o Mathematical proof will be helpful
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Formal Methods

e Formal methods in TOS developments

— for correct design and implementation
e Specifying requirements and systems
e Specifying security policies, models, and implemented systems
e Determining how well a specification meets the requirements

— for security administration

e check the correctness of system configuration before it
is applied to a real system
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QU el D3, Coloured petr Net Formal Model
E-RBAC Models are insufficient

e The Core-/Constrained- e Based on set notations
E-RBAC models — Efficient to descript, and calculate
authorities

— follow the standard RBAC eR, =R, OR,,
mOdeI[g] » avail_session_permissions(s) =

— describe the concept of the U
extended method without assigned_permissions(b)
ambl gUlty (where r{Jsession_roles(s))

— but, it is hard to

o specify the requirements
which consist of partially

ordered operations @ M@

e test the system configuration
automatically
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A new model for E-RBAC

e A new model for E-RBAC should express

— the traditional access control information
o Inductive verification (or proof-based) techniques

— the execution sequence of operations
e Model checking (or model-based) techniques

e We define
— a new model based on Coloured Petri Nets (CPN) formalism
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Coloured Petri Nets

e Coloured Petri Nets (CPN)

— Modeling concurrent systems

— The state machine based formalism, but also supports
e Type definitions: Token, Place have data type(color)
e Type Manipulations: Transition, Arc have expression

— Other advantages [7]
e CPN support hierarchical structures

e CPN have computer tools supporting their drawing, simulation,
and formal analysis
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Constrained CPN

e Constrained Coloured Petri Net (CCPN)
— The CPN formal model for E-RBAC

— Additional Component: Access Matrix
e row: subjects
e column: objects
e entry: permissions

— Interpretation: CPN Components are interpreted as AC
entities

e Tokens: Access Subjects
e Places: Access Objects
e Transitions: AEFs (Access Enforcement Function)

— Modified Enable Condition

Security Research Group 25
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Constrained CPN

e Constrained CPN (CCPN)

if (same uid) then (r', r) OSSOD
if (same sid) then (r, r/) ODSOD

where r.' O R(tok,, '), rl O R(tok,,)

tok. ! tok,,,’
uid, i p t o_p
sid,
R_tok,
R_p.
oper,
auth 1 : _ 1 _
R(tok,,")nR(i_p)=0 R(tok,,')nR(o_p)=0

— Enable condition: sec_rcv [0 sec_trans [0 sec_snd

Security Research Group 26
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e Overall Diagram

[{behav=>rmailex) andalso
(bhehay==pmwnac))

GenoPs

iTADE(tok gy
then 1°{uid, =id, oid, mode, ok, rp, behav)
else empty

(uid, sidl, oid, mode, ok, 1P, beha

‘operation under

positive cjnrjs'traint's SRELAVON IRtcE

negative constraints

b 4
Fositive Megative attack trials
Fosityekesncticn] MegativeFestichion]

Taken
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CCPN Example

e Positive PC

{uid, sid, oid, mode, 1tok, mp, hehaw

it sid, oid, mode, ok, plheha

{uid, sid, oid, mode, itok, rp, behay)

Ifile_op

(uid, sid, nid/rmode, tok, mp, betay)

[mode=rmd_lop, nid=[file]
{uid, sid, oid, mode, itok, rp, beha

apened }— i IMle_cl2 | [mode=md_cl, oid=pfile]
{uid, sid, gid, mode, ok, rp, hehaw :

(uid, sid, oid, mode, ok, p, be e

|l uitkgid, oid, mode, itok, g, behayd)
/
[mode=rmd_lr, oid=lfile] s, ”'a\mﬂ% 0K TR BRUS e es e, aid=Ifle]
(el s, oid, hiees Aok rp e
Ifile_ap op_fetchd Ifile_rd

{uid, sid, oid, fode, Hokgn, behai) i, sidd, aid, Mode rand, dok, p, ek $id, oid, mode, ok, i, behay)

————

append k op_fetchy
=l %
4 it ot e B e (Lfld, S.Id, II!Id, made, 1ok, 1p, hehad) (Llld: sid, oid, mode, itaok, P, hehap)
: (i, it oid, Iheskarann ok, - ]
Lpdate o feteh&f Ifile_rd2

fuid, sid, aid, mode, 0k, 1p, I:_Jhehha'\f

fuid, i, oid, fode, Mol m, beha) ek (mode=rmel_rd oid=lle]

&i, 0id, hloderand,tok, 1p, nenav) {uid, sid, oid, mode, ok, 1, behan

Taoken ~|op_fetchs
- = (uid, sid, oid, mode, ok, rp, hehay

‘-——.._____,-—"
i aEhan e, =id, aid, mode, ok, o bekad ¥

fuid, sid, oidmode, 11GE

S Mfile_cl | prode=rd_cl, oit=Kile] Ifile_cl3

{mode=md_cl, oid=Ifile]
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CCPN Example

zid

e Negative PC 8'

fuid, sid, oid, moge, rtak, rp, behav)

mail_exec| [rmode=md_ex, oid=rnailp]

gid
{uid, sid, oid, mode, itak, rp, behay)
s Sid, il fuld, =i, oid, mode, ok, p,behay)
h 4
return mail_run op_fetch2
1Llid, sicl, ofd, mode, Mok, |'p',‘~hg_h_av)
Token =
Bgtay o _ fL1idl, sn:i_, oid, Modarand, ok, rp, behay
@+DyELAYO ¥ fuid, sid, oid, mode, 1ok, rp, behay)
sidl unlink | fraade=rmd_ul]
Uid, sid, oid, mrtde, tok, 1p, behay
S A ' i ) {uid, sid, oid, rode, ok, rp, behay
fuid, sid, oid, Mode.rand, 1tok, rp, hehay
'\_P returnz2 - linked op_fetch3
=il iiid, sid, oid, mode, tak, rp, beha:
Token (Ui, sidd, oid, mode, Mok, 1p, hehav
%Llld, sid,oid, mode, itok, rp, hehay)
h 4 fuid, sid, aid, ma Ip, hehav
link
[mode=md_|I
fuidl, sid, oid, mode, itok, 1p, behay)
M g terminate

Token
(uid, sid, oid, mode, 1tok, rp, behaw)
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Testing a configuration with CPN

e Analysis
— Simulation
— Formal Analysis

e Example Configuration
— USERS = {u,, ..., u}
— ROLES = {SysAdmin, User, r, ..., 1}
— Objects = {logfile, mail_prg, file,, ..., file }
— Modes = {read, write, open, close, execute, link, unlink}
— Behaviors = {ExecuteMailProgram, AccessLogFiles, b,, ...,

b}
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Simulation Example

e Analysis by
Simulation: A Positive
PC Example
— The sets of execution

sequences are e
pe rfo rm ed Wel I (uid, sid, oid, made, |‘[[;T<,D?p%:brgsa SRR

e {open-read*-close} or ) T i R

Lid, sid, oid, made, itak, b, be
GBI ) ! 1R e TLNZE 502 pfile rnd_ol SysAdmin, Sysadmin fwar;++

{0 pe n _W rite* _Close} @ LN 502 pile rd_ul SysAdmin, SysAdmin, aac;

{uid, sid, oid;m

g itak, rp, hehav)

pfile_op

{uid, sid, oid, uid, sid, oid, mode, ok, rp, behav)

[made=md_r, oid=pfie] (el sid, o1t mOdg, 0K, (0. BER e g 1 sicpiile]
1 {uid!, sid, oid, ! by, itok, 1, betlau -
pfile_wer op_fetehd pfile_rd

{uid, sid, oid, mode, Makgp, behaw (Lid, sid, oid, Mode.ran, ok, ip, bedbidy §id, oid, mode, ok, i, behay

lop_fetehT
=

S % (uiel, sid, oid, Trowe, ok, 19, behay)

uid, sid, oid, jnode, Mokgtp, behayy =~ &

(st : P )(Llltl, sidl, oid, fdoceceand itok; (g,
/

logging op_fetchid

(uid, sid, oid, mode, itok] rp, hehay)

pfile_re2

i, sid. oid, node, oL, Behan) (Liet, =1d, ald, TAOTETIOR, 1o, behay
bty ! ! id_gid, oid, Moderant, tak ip, behay)

roda=rmd_rd (oid=pfile]
i
logged Y Token ~op_fetchs

(uid, sid, oid, mode, tok, rp, Behéd

{Lid, sid, oid, mode, fok, rp, hehav)

e
(uid, sid, oid Jmode, 1ok 1p, behay) tuid, =it oid, mode, ok, mp, beha

1 pfile_cl | [made=md._cl, oid=pfile] pfile_cl3 -~

[mode=md_cl, aid=pfile]
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Simulation Example

e Analysis by
Simulation: A

Negative PC Example

_‘Daﬂiaiq@ 51 sid
= I

— The attack sequence is
detected correctly

e {mail execution-
unlink-link}

*op_fetch ransition @

input: fuid, sid, oid, mode; itok, rp, behay) Log
autput: (uid, sid, OI0 rand, Maderand, itok, rp, behay)
{=ifl,mode hehaw)

[thehav<=mailex] andalso.
(hehav==pwac)]

GenOPs

{uid, sid, oid, maode, ok, ip, behaw

if ADF(itok,ip)
then 1°{uid, sid, oid, made, rtok, rp, hehay)
else empty

Test initial tokens;
1, S0, mailp, md_ex, User Usel, mailex) ++
12y, B0, pfite, md_op, SysAdmin, SysAdmin, pwac)
15{UETy, 8010, mailp, md_ex, User, User, mailex) ++
12y, 802, pfile, md_op, SysAdmin, SysAdmin, pwac)

oo 1L RS0 5 mailp md_ex User, User,mailexi++
< B 502 pTile ok, SYSAGMIN, SySAmMIN, FAAL

aperation under

positive constraintsi operation under

negative constraints

Fositive

[FesitiveResticticnT

Fegative

[NagativeRestriction

el User mailext

Security Research Group
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This durmmy are 15 adied to

iti i
SR theck Iveness of the whole net

oid, mode, ok, ip, behadg
L SHD.ranfy, Made.rand, ok, ip, tehav(\ I
si

Log

Formal Analysis

,mode behas)

[(behar==mailex) andalso
{hehav==pwac)

(uid, sid, oid, maode, ok, p, behay)

Test initial tokens

1°((1), 8013, mailp, md_ex, User, Usef, mailax) ++
(U1, Frail v Tt Qeclyersii falfdg o510, poac)
U2y, B(2), pfile, md_op, SysAdmin, SysAdmin, pwac)

1
2

e Analysis by Formalism

— Liveness

e Liveness check for the transition
of attack detection G

b

.

= 1L S0 mailp, md_sx. User,Usermailes;++
Y(UZ5 513 plile . md_op SysAdmin SysAdmin pwat;

2

N\ | operation under
N negative canstiaints

P

beholded

Formal analysis results

86 Liveness Properties 86 Liveness Properties
Bk 87
§ Dead Markings: Hone I 88 Dead Markings: 6 [859,221,169,144,189,...]
o 89 Dead Transitions Instances: return
98 28
91 HMegativeRestrictioni'link 1 91 ) HegativeRestriction1'link 1 T
92 HegativeRestrictioni'mail exec 1 92 | HMegativeRestriction1'ternminate 1 Deley function fuid, =id mg”p,{nst‘ng |D~mf< o 59‘??::‘:))'”%‘ Tt
93 HegativeRestrictiont'op_fetch2 1 93 Lo TrLELA B TK P
94  HNegativeRestrictiont'op_fetch3 1 94 Overview'dummy 1 [mod d_ul
A R % : e mode=md_u|
95  HNegativeRestrictioni‘return 1 95 Liwve Transitions Instances: Hone A
96 HNegativeRestrictioni'return2 1 96
97 HNegativeRestrictiond't inate 1 (uidl, sid, aid, mrode, ok, rp, beha) . |
legativeRestriction erminate (uid, sid, oid, mode, rtok, p, hghau’) :
98 HegativeRestrictioni'unlink 1 M |f|e c nf| uratl n {uidd sm,_gwrrj ModeZiuaderand), ok, r, hehav
99  Overview'GenOPs 1 Od . d 0 9 . o . _— d | f-l
. # retimnsg op_felc|
198 Overview’dumny 1 (Prohibit the unlink operation) _ ST . PR -
181 PositiveRestriction1'logging 1 & (bl SR L e o ehaw
182 PositiveRestrictioni'op_fetchS 1 L ?Lrllld sid, cim, mﬁﬁe‘ ok, \b,'béhéw) .
183 Pns%t%uenestr%ct}nm op_fetché 1 tuidl, sid, aid, ma i, biehaw)
184 PositiveRestrictioni’op_fetch7 1

18% PositiveRestrictiont'pfile_cl 1
186 PositiveRestrictioni1’'pfile_cl2 1
187 PositiveRestriction1’pfile_cl3 1
108 PositiveRestrictioni'pfile_rd 1
189 PositiveRestrictioni'pfile_rd2 1
118 PositiveRestrictiont1'pfile_wr 1
411  Live Transitions Instances:

Liveness check of this transition

113  PositiveRestrictioni'op_fetchd 1

Original configuration
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Implementation Environments

e Embedded Target

— IFC-ETK100
o CPU: SE3208(32 bit EISC Processor)

e Memory:
— 4M ROM, 4M Flash, 16M SDRAM

— 0OS: uClinux-2.4.19
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Implementation Structure

e For traditional Access Control (Core E-RBAC)

— Process

e Permission vector (Information of roles)
— File

e Permission vector (Information of roles)
— ADF

o Comparing the set of roles

e For behavior traces (Constrained E-RBAC)

— Process
e Information of current states
— ADF
e Calculate next states from current states and current action

Security Research Group 36
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Detection Example

e Attack Program

»¢ sunihill@thernis,

12288 Sep 2 2004 lost+found

drwsr—sr—« 2 0 0

drisr—sr—+ 2 0 0 1024 Tul 8 2003 mnt
dr—sr—sr—x 2 0 1] 0 Apr 17 16:55 proc
drwsr—sr—s 2 0 0 1024 Tul 8 2003 root
drasr—sr—= 2 0 n 1024 Tul & 2003 shin
driwsr—sr—+ 2 0 1] 1024 dApr 17 16:55 tmp
drwsr—sr—s 3 0 1] 1024 Sep 2 2004 usr
drwsr—sr—+ 5 0 0 1024 Tul 8 2003 war
e fhingthemis_forkattack

attack starts

fork to racel’m the child

1. Exec sendmail

Sending mails...

To... johndoe@durmy . net

I'm the parent, child has pid 10
2. unlink

2. link

DEBUG: &n attack is detected

—rattack finished
pid 9: failed 4096
/> Massages: hella

[(ZH][EE] [FEA]]

Security Research Group 37
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Performance Test

e Performance Measurement
— Time costs of the execution of a simple program
— Time costs of the execution of a file copy (512bytes)

— Time costs of the execution of a simple program that have
procedural constraints

e Results

Our system: 10 % overhead

Overhead of other systems
-A current TOS implementation (SELinux): 5%
-A current application level IDS solution (Snort): 10%
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Works for the Extension

e Deny attacks more effectively
e Precise Authorization

Short-sighted
control

e Verify a system

Have no formal model for
specification/verification

Performance overhead

e Show an Implementation Example
e Test the performance overhead

Security Research Group 40
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Conclusion

e The achievements

— Extended RBAC Model

e The vision and function of access control are extended

e The attacks which consist of ordinary operations are denied
— CPN Model for E-RBAC

e Hybrid model for access control

e Helpful for security administration

— Trusted Embedded OS
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Future Work

e Security for Distributed Systems
— Active Network, Sensor Network, Grid Network

e VPC (Virtual Private Computing)
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Thank you very much
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Appendix: IT Layers

e IDS (x) => TOS (O)

; ; Applications
Intrusion detection at the level of

access control Services

Operating Systems

Hardware
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Appendix: TOS, TCB, RM

e Trusted operating systems implement the concept of
Trusted Computing Base (TCB)
— TCB provides trusted environment introducing a reference
monitor (RM) as the central figure [8]
o Reference monitor mediates all accesses of a system

— Security kernels of trusted operating systems implement the
concept of reference monitoring [2]

Security Research Group 46



| -
Appendix: Disadvantages from a single
abstraction layer

e Orders and identification properties are not needed
for the subject abstractions such as ‘Branch
Manager’, ‘Account Manager’, and ‘Teller’

e The fields and manipulation functions for the
properties in implementation
— storage overhead
— implementation burdens
— Semantically awkward

e Mixed abstractions in a single abstraction layer brings
administrative confusions
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Appendix: Petri Nets

e PN and CPN

e Petri Net ™

N

e Coloured Petri Net BN

Reserve(x,y)

Next State

Release(x,y)

(y.i)

State ) 2°(p.b.0)+3'(q.a.0)
P

Next(x,y,i)
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Appendix: Constrained CPN

e Constrained CPN (CCPN)

if (same uid) then (r', r2) OSSOD
tok 2 if (same sid) then (r, r?) ODSOD

where r! O R(tok, '), r? O R(tok,?)

tok ! tok,,,’

n out @
uid, i p t o_p
sid,
R_tok,
R_p,
oper,
auth . _ _
R(tok, ) nR(i_p)=0 R(tok,,')nR(o_p)=0

— Enable condition: sec_rcv [0 sec_trans [0 sec_snd
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Appendix: Overheads more detail

Executior
Original Kernel Modified Kernel
M user CPU timesystem CPU tim Sum user CPU tim System CPU Tim: Sum
o More Detall 100 0.19 6.29 6.48 0.19 6.98 717
200 0.37 13.9 14.27 0.37 13.95 14.32
300 0.69 20.78 21.47 0.57 20.94 21.51
400 0.85 27.8 28.65 0.75 27.91 28.66
500 0.95 34.84 35.79 1.04 34.79 35.83
600 1.12 41.82 42.94 1.05 41.96 43.01
700 1.23 48.84 50.07 1.56 48.61 50.17
800 1.55 55.67 57.22 1.45 55.88 57.33
900 1.85 62.58 64.43 1.74 62.69 64.43
1000 1.94 69.54 71.48 1.9 69.73 71.63
Original Kernel Modified Kernel
user CPU tim¢ Svstem CPU Tir Sum user CPU tim Svstem CPU Tim Sum
100 0.01 0.32 0.33 0.05 0.32 0.37
200 0.15 0.56 0.71 0.1 0.61 0.71
300 0.23 0.82 1.05 0.19 0.87 1.06
400 0.27 1.12 1.39 0.23 117 1.4
500 0.28 1.46 1.74 0.32 1.44 1.76
600 0.35 1.73 2.08 0.39 1.71 2.1
700 0.42 2 2.42 0.41 2.03 2.44
800 0.37 2.39 2.76 0.48 2.3 2.78
900 0.51 2.55 3.06 0.61 2.52 3.13
1000 0.61 2.87 3.48 0.53 2.97 3.5
About 0.01 sec (10msec)
. fork attack
overhead for 1 execution Original Kernel Modified Kerel
user CPU time¢System CPU Tir Sum user CPU tim System CPU Tim Sum
100 0.25 7.26 7.51 0.25 7.9 8.15
200 0.31 14.49 14.8 0.46 15.79 16.25
Overheads 300 074 2153 22.27 0.74 2557 24,31
400 1.1 28.51 29.61 1.04 31.24 32.28
— 3 level state chase 500 1224 35035 3717 Nt 3.4 4051
H 600 1.5 42.97 44 .47 1.42 47.13 48.55
— The reaction for an 700 169 5025 5104 63 5408 5661
H 800 2.02 57.58 59.6 1.83 62.85 64.68
attack detection 900 a2 6165 67.07 2129 7096 7325
1000 2.48 71.94 74.42 2.56 78.69 81.25
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Appendix: Access Matrix

e Harrison-Ruzzo-Ullman Model

e Every subject is an object, too

s, |s, [s,[o [o,] o,
Own
Sl Control | Suspend Oown Oown
Resume
S, Control Extend | Own
Read _
S, Control| | Write | Read
Write

Access Matrix in HRU model

Security Research Group

51



G T Gwangju Institute of
B Science and Technology

Appendix: Previous RBAC Extensions

e TBAC: Extending RBAC to enforce Separation of Duty

— Separation of Duty

e Defined between two or more roles Branch Auditor

e Roles are defined as transactions

Manager

/ \/’
Account

Manager Static SOD

4

Teller

/

Customer

Dynamic SOD

— The main difference with SOD policies
e They cannot control each user’s behaviors
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Appendix: RBAC Modeling of CCPN

e RBAC representation of CCPN

— Represented with one place and one transition
— Tokens as many as users

sec_snd

I sec_trans

N
M

SecC_rcv

Only traditional access conditions will be checked
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Appendix: The Reasons of Embedded
0S

o To reflect the current trends of researches
— Embedded operating systems for the digital appliances

e The advantage of E-RBAC in the embedded systems

— Some embedded systems have not enough resources to run
IDS systems

— E-RBAC introduce intrusion detection technique as well the
traditional access control at kernel-level
e Performance is high

e Resource overhead is low
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Appendix: Pros. & Cons. of E-RBAC

e Advantages
— Blocks various attacks consist of ordinary operations
— Precise authorization

e Disadvantages
— Qverheads due to the additional constraints

e Number of relations
— # of relations in RBAC: |U| * |[R| + [R| * |P]
— # of relations in E-RBAC: |U| * |R’| + |R’| * |B'| + |B'| * |P]
e to have small # relations, |B| < |P]|/2
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