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= KE(64)

o BH =— (AMKXE, Hig, ATOPIILDEE)
e Him & (AMKZE, BIF, R#E, MILKXFEHIR))
o i EE (AIMKZE, M1)
o R¥ XM (AIMKE, B4)
e R. S. Ramakrishna (GIST, Professor)
e Wook SHIN (GIST, Ph.D candidate)
e Hyung Chan KIM (GIST, Ph.D candidate)
e JiHo Cho (GIST, M2)
= % (54)
o 1BRE BF (%) B REAS AT LBFEMER)
o # BIE (MXSHEZ MEMAFKtEUE—)
o H 28 AU E L EMZER)
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Security Research
Group/GIST

Security Research Group

Dept. of Information and
Communications

Gwangiju Institute of Science and
Technology

(PPT edited by Hyung Chan Kim)
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CF e Busan <> Fukuoka : 200 km
. Busan - Gwangju : 280 km

Pop.: 1,400,000 (in_ 003), -
Famous in cultural af€and” ' ' po—
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GIST in High Tech Complex

= High Tech Complex, Gwangju city
e GIST
e ETRI (Optical Communications Research Center)
*

e Advanced Photonics Research Institute *
e Korea Photonics Technology Institute *
° SAMSUNG (Home appliance), Amkor Tech

gy
& .,
‘

) 67} q ‘1 tical dewces/ n etworks .

Damyang-gun

® Gwangiju City Hall
Seo-gu

Dong-gu

Naju-si Nam-gu
SSR-2005 &

Hwasun-gun

GIST Scenery

"~ Summer of GIST

*_ Bldg. C of Info. & Comm. department in where our research group reside
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GIST 1?

= Gwangju Institute of Science and Technology
e Founded in 1995
e Government funded graduate school.
+ Ministry of Science and Technology (MOST)
« In Korea, two MOST funded Univ.: GIST and KAIST
e Scale
+ Five departments toward fusion technology
* Information and Communications
* Materials Science and Engineering
* Environmental Science and Engineering
» Life Science
« 69 regular professors

* Including 6 foreign regular, excluding 22 foreign research
prof.

« 700 students (incliding 70 t&rdigriers) No.9

GIST 1?

= Top 5 graduate school in science and technology in Korea
= Research & Education
e Worldwide excellence
« Optical Networks, Life Science, and Environmental Science
e Education
« 1.44 lectures per one faculty
« All lectures are given in English (For the first time in Korea)
« Total exemption from expenses for all students

« Military replacement for the PhD course by law (only GIST and
KAIST)

e Publication

« First rank in SCI journal publication per one faculty in Korea
since 2001 — current.

. g(l)gg(SAG), POSTECH(4.32), KAIST(3.20), SNU(2.96) in

» Average 6.4 journals per one Ph. D. course in 2005
graduation.
e Research fund
« First rank in fund scale per one faculty in Korea since 2001 —
current

. GIST(5.6), | , H(3.24), KAIST(2.92) i
2003.( (Bil)lioncgé(lgvz@)ﬁé FRRESCHE.24) 292" No.10




Information and Communications
Dept.

= Two research divisions

e Photonics & Semiconductor Device

+ Quantum Integrated Photonics Lab

Specialty Optical Fiber Technologies Lab
Laboratory for Fast Optical Information Processing Technology
Photonic Device Measurement Lab
Applied Optics Lab
Optical Fiber Device Lab
Optoelectronics Lab
High Speed Integrated Circuit Lab

+ Microwave Optoelectronics Group
e Multimedia & Information System

+ Multimedia Communication System Lab
Visual Communication Systems Lab
Optical Communication Lab
Speech, Audio, and Language Communications (SALC) Lab
New Wave Computing Lab
UbiComp and Virtual Reality Lab
Networked Media Lab

Communication System Lab
R o
SSR-2005 £ A ER No.11
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Security Research Group

= The team: SeeCure (since 1996)
e SeeCure !? = See + Cure %C u r e
« See: watch or investigate malicious actions
« Cure: protection or safeguard
e 1996-2003, Concurrent Systems Research Laboratory.
e 2004-current, part of New Wave Computing Laboratory.

= Main Research Themes

e Workflow Systems, Home Networks based on Mobile Agents,
Pervasive (Surrogating) Computing (1996-2003)

e Trusted Operating Systems and Model of Access Control
(2000-current)

e Security Protocols for Distributed Sensor Network (2004-
current)

SSR-2005 & {hiRE S No.12




Surrogating (Virtual Private)
Computing

- Resource intensive App
- Huge Data Sets

Resource Poor

I~y
& How can | securely use

powerful computing resource

: from my mobile device through S5
w untrusted infra.??? Resource Rich

(Smart Rooms etc.)

&

SSR-2005 £ {hRE S No.13

Mobile Code Security

—> request - + response —--—» migration

m The protection of mobile agent from malicious agent
server

§ Integrity Confidentiality

One—time Agent Key
SSR-2005 £ AR &= No.14




Mobile Agent based Workflow
Management System

= A Layered Approach : Role-Behavior Based Control

Workflow System Mobile Agent System

Dept.
Chair

Institute Chair
[Business Trip Application]

/1‘\ Advisor

Bank
[T111] | s f
Agent L4 — Account Info. Est -
Server Dept. Ofici_ stimate Affair
SSR-2005 £AHRER NO. 15

Trusted Operating Systems

m SeeCure OS (Themis Kernel Architecture)
e Enhanced Access Control, Kernelized IDS

Security Server(ADI)

Authentication

Subject - Identification/Authentication
‘l TN - Authorizations
Process - Access Control Rules
Behavior - Access Control Constraints

. — = = = 4 = — — = |ObserverF — - Anomaly/Misuse
Encryp131on ’ Information of Process
Mechanisms

]
1
1
:l AEF h
I
Audit 1
ACI ADF 1' Access
NoS s — — - — — — > Control
Audit DB

SSR-2005 £ {hiRE S No.16




Distributed Sensor Networks

= Light Weight Key Management
= Pairwise Key Distribution
= Dependable Routing Algorithm
e Secure Cluster Routing Cluster Head Cluster
e Energy Efficient Routing ~ Node

Internet Base Station

SSR-2005 & {hifE & No.17

Project

s Secure Routing for Distributed Sensor Network, GIST, (2005)

= A Survey of Distributed Sensor Network Security, GIST Center for Distributed
Sensor Network, (2004)

= A study on trusted embedded OS and its formal verification, Ministry of
Information & Communication (2004)

= Formal Methods for Security Verification of Secure OS, National Security
Research Institute (2003)

" (\2 gézé()jy on Protection Mechanism in Java, National Security Research Institute

= A Secure OS Development, Ministry of Information & Communication (ITRC)
(2000-2002)

= A Survey on Intrusions and Vulnerabilities, Secuve CO, Ltd., Korea (2000)

= Development of Secure Digital Transaction Systems, Ministry of Commerce,
Industry & Energy, and Giga Tech. Co, Ltd., (2000-2001)

s KHF 2002: The 1st K-JIST Hacking Festival,
GIST BK21 (2002)

= KHF 2003: The 2nd K-JIST Hacking Festival, GIST BK21 (2003)

m  Hanuri/TFlow 2.0: Workflow Process Tools Development, Electronics &
Telecommunications Research Institute (1999-2000)

= A Mobile Agent based Workflow System, Electronics & Telecommunications
Research Institute, and Korea Science & Engineering Foundation (1999-2000)

SSR-2005 & {hiRE S No.18




Advisors of Security Research
Group

(Former) Prof. Dong |k LEE 1996-2003

e Ph. D. in Osaka University, (Under Prof. Sadatoshi KUMAGAI )
1995-2003, Assistant, Associate, and Full Professor of GIST
2003, Dean of Dept. of Info. & Comm., GIST
Member of IEEE, ACM, IEICE, KISS, KIPS, KIISC
Research Interests:

+ Petri Net Theory, Concurrent Systems Design

VLSI Hardware Design, Mobile Agent, Information Security

Prof. R. S. Ramakrishna
e Ph. D. in Indian Institute of Technology (lIT), Kanpur, India
1980-1995, Assistant, Associate, and Full Professor of IIT, Bomzb
1996-current, Professor of GIST
Member of IEEE, ACM
Research Interests:

ay

+ Computer Graphics, Distributed and Parallel Computing, 9
3
| R

Quantum Computing _
+ Many areas of Theoretical Computer Science ﬂl'- =
=7

SSR-2005 £ ER

004-current

Members

Dr. Jong Youl PARK
e Ph.D.in GIST, 2004
e 2004-current, ETRI
e Research Interests:
+ Cryptography, Authentication, Mobile Agent Systems
Pervasive Computing, Home Networks

Dr. Wook SHIN
e Ph.D.in GIST, 2005
e Visiting Scholar in Univ. of lllinois Urbana-Champaign
e Research Interests:
+ Model of Access Control, Trusted Operating Systems
Formal Verification (Petri Net Model)

SSR-2005 £ ER
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Members

= Mr. Jung Min KANG
e M.S. in GIST, 2002
e 2002-2003, SAMSUNG SDS
e 2003-current, National Security Research Institute
e Research Interests:
« Access Control Model (BLP),
Trusted Operating Systems

= Mr. Hyung Chan KIM
e Ph. D. candidate since Sep. 2003
e Research Interests:
« Access Control, Trusted Operating Systems
Program Security, Distributed Systems Security
SSR-2005 £ARER

Members

= Mr. Ji Ho CHO

e Ph. D. student in Mechatronics since 2005. (Moved)

e Research Interests in his master course:

« Trusted Operating Systems, Cryptographic File-system

= Ms. So Young PARK

e 3 semester of MS course

e Research Interests: Distributed Sensor Network
= Mr. Keyong Tae KIM

e 2nd semester of MS course

e Research Interests: Distributed Sensor Network
= Mr. Seog Chung SEO

e 1stsemester of MS course

e Research Interests: Distributed Sensor Network

SSR-2005 £ ER
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Mr. KIM, Hyung Chan

Email: kimhc@gist.ac.kr
URL: http://www.seecure.org, http://nwcl.gist.ac.kr/~seecure

Phone: +82 62 970-2291 Fax: +82 62 970-2204

Security Research Group, NWCL, Dept. of Info. & Comm.
Gwangju Institute of Science and Technology
1 Oryong-dong Buk-gu, Gwangju, 500-712, Rep. of Korea

HEAEIREDE = @2003FE

= 2003%F12A22H: EXRREIF—
o I5FT: SEIN TR R
o ZiNE :Bim F, & (AMKENGIA),
SRR TR 554, NSRIA 24
o JMBFERMBEDRER (T2, WRBIDFERT3H

= 200443F19, 208 : t¥270StIF—

HEF :200443H19-20H

AT CERE MR

A SINBLERMBE(TA), NSRI (2A), LIMKZF (@A)
SN PR MBRDFER L34, AKRAIDRERIT24

SSR-2005 £ AR &= No.24
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LHE DN GEER IR 4E2

=KISA (IPA@ B )
=ETRI (CRLUNICT@HEZ)
=NSRI (NSA@:KE)
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mEHER

fTLEHE

£ REEARE
EREETOEMAE
ERNRZETOEMHAE
BRtEIF—

R EERDAE

o MARAHALVARTLDEFX2) T4

o 7Ot AFIHHENE

o RARMI AT L

o N\YIFA—N\DO—%%K
BETOEX1T7OSOMEHRAE
HRIBERIFEDINE
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fT580E

» MRFEOAHARELERRE, MRBFELEHMELTIEITLE
bHEEITof
= 2004%9H98 (K) ¥y oA TI=—FT42J
o AMRZERRAT«R
o SSREHRF EBEIESM
= 20045108198 (N) ITHEHHE
o HZ@;EMET
= 20055 1H 24H (B) #3EITbEaHtE
e EtTEMEM@BAAR
o IPAENESESM
= 200548268 (X)
o BRIV RKRTIL
o SSREHR £k SE, REERE FAIE, IPAENESESM
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AEARDODANBREHLR

s EXaTF7OSIZTDONWTHREME
o Rl
+ Extended-Role Based Access Control
+ Privilege Transitional Attack
+ Data Protection on Ext3 File System
o R
+ EIR=ETHHEF (CSS2004, SCIS2005) 544
« EFFEHBEFZRRG GRX14, L3—114)
= BEIRX
o BEHIXDHAEICONTHIEEEIToI-

SSR-2005 & {hiRE S No.28
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B mXIEE(EIE)

= Dr. Jong Youl PARK
e Ph. D. in GIST, 2004
e 2004-current, ETRI

= Dr. Wook SHIN
e Ph. D. in GIST, 2005
e [will be ]Visiting Scholar
in Univ. of lllinois Urbana-Champaign

SSR-2005 £ {hRE S No.29

EFR=zZTOEIRGRE (44F)

13th USENIX Security Symposium
e (August 9-13, 2004, San Diego, CA USA)

1st International Conference on E-business and
Telecommunication Networks (ICETE2004)

e (August 25-28, Portugal)

9th European Symposium On Research in Computer
Security (ESORISC2004)

e (September 13-15, 2004, French Riviera, France)

Seventh International Symposium on Recent
Advances in Intrusion Detection (RAID2004)

e (September 15-17, 2004, French Riviera, France)

SSR-2005 & {hiRE S No.30
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ERA=zZTODEIRGRZE (54)

= X2 70S hoT7LUR
e (December 6, 2004, & JII,)
» EELEHREXIVTAIURT DL 2005
o (January 25-28, 2005, EE B #F )
» FRUBFESFE7TRLERE(EEX)
e (March 2-4, 2005, BRI &R R )
= F28EICSECHIER(KIRKZF)
e (March 22-23, 2005, KB FF¥eET)
s F3E X2 TF70SHVTFLUR
e (May 13, 2005, IR #R)
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BRI —

= 2004F7RICAMKZIZE L TRELE:
= ZOBTENENOHRREICOVTERRBETo1-
s JOTSA

[Mobile Authentication]

° B. Cha: Location Information for Roll-Call System via Cellular
Phone

[Protocols]

° K. Imamoto: Design and Formal Verification of Secure
Cryptographic Protocols

[Auction]
° Y. S. Her: Electronic Sealed-Bid Auction with Efficient
° Communication Complexity Using Tournament Opening
Method
[PKI]
° S. Koga: Efficient Pre-production Methods in Online Certificate
Status Protocol
[RFID]

° J. Saito: Enhancing privacy of Universal Re-encryption scheme

for RFID tags
SSR-2005 £ A#fE 4 No.32
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SREIFT— )

[Operating system]
° H. C. KIM : Specification-based approach of Behavior Control for TOS

° W. SHIN : The Extended Role Based Access Control for Trusted
Operating Systems and its Formal Specification

° J. H. CHO : The design of Secure File Systems for Trusted Operating
Systems

° T. Tabata: On the Security of Integration of SELinux Access Permissions
[Data mining]
° H. J. YOO : Privacy Preserving Data Mining : Randomization approach

° C. Su: ITR: Distributed Data Mining to Protect Information Privacy Chris
Clifton (paper introduction)

[Mobile Agent]

° J. Y. PARK : Agent Key and Secure Computing Base for Mobile Agent
Protection

° Y. Kotegawa: End-User Security Management with Mobile Agents
[IDS]

° K. Tatara: A Probabilistic Method for Detecting Anomalous Program
Behavior

[Access Control]
° S. Amril: Specification and Validation of Enterprise Access Control Data
for Conformance to Model and Policy Constraints (paper introduction)
[E-mail filtering]
° M. lwanaga: Some adj for esian filtering for Japanese
ok wanac Lisimaps fer Bgwes!

No.33

MR IR DURE

s UUOEELTEEDT:
o OStXal)T/DHHILIZHERINE
¢ X 1FOSPOSHENTOD I
+ Sandbox
+ Anomaly Detection based on System call
+ Overflow
+ Embedded system

o IRFBOLHEITIL—TDRE

SSR-2005 £ A& & No.34
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ToT—rDOFER(A)

» ATACIIMIHTET o — e ESMEDA RIZERELT-
= ShNE
o LRAINLDEND NRZELDHIEKRTSMN)
o SRIFEFAVTA~DEYBEAHDWNEEEZ, Sh
o RAEMRT —IHIARRNREBRLTH-T=1=8
s FEBICHTEERE
o EMIFFFHRLEN, BEEE TR FEHY
o DEAN—OBREDTAE
o BREIDETRZEEETEROT AL H /-
o IILEDHE TORENBIEEMMEIRT E
o DETHESEATEIRMREREN L EDNIE LD 12
o BEDLFT7OSOEM, FELGEFFEEICERERZSI
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ToT—rDFER(2)

» WEITAREH
o EBDFHIESLTERSIUTATHEHIZ LS
TLES=®, BEADOEEHAKEL
o REBDAYYEHBHELMIZHEDESINLLY
o TEDEFORMDIZLE - LR, BEMEELE
o BfRICOASa=H—La VA R0
o AT RADERA
» WikiXoBlogTH A M HET B LEFKICPYRY T
==Ly
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ToTr—rDFER(3)

s SEROFHICHITIEL

e OSZELTIYNIA—LtFa)TA4IIRHBEDT=,
SHRILASH DR TESZHREL THLL

o BTBIMMDAEEFITONHTHL, M DHIES
I (CFE THAIAATHILLY.

o EXTOMRICHTIZELMBOAL L HLHLER
SH, FNFEBOLEFHICHENIERNERS. 500V
ERTEESEOT—TIEIEMN oI,
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£ B Fproject

= SSR project [FEZF]
= 21stt#fCOE@ X F A[EH]

#ZE 7

SSR-2005 & {hiRE S No.38
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http://forum.itrc.or.kr/forum/Itrc_Info.htm

Sponsor : Ministry of Information and Communication
Rep. of Korea

SR
% B
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EXME

EXHRZ
REITHEESNTND AWEFERTEAL T ITROHHTERR

LTI IR RITRADHEIBBARANEZERT H1=0I
RZ TR 2—EEPERXIE

FEEXAR

o TIEWR : KEAN ITHEEVZ—

o XIENE  SIMREANHE, AREBEMRURARERIE

o X 4—LY SEMBETY EILEE
QONEFETIL 4FEMBETY HEVAEE)

® BFEIRGME R > THXEMNEABRRUVESEXIZZELS:
PR EREE R
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HESEESERE (1)
m 20004

= it 25EME L A—EEXE

(BETFIERE 1618 + FEEE 9@)
= FRIEE OB 4EMEM B IH VRN O EELIE
s BEHRE 16@t24—& 3EMKIE(2000.8 - 2003.7)

W 20014

- FRERTE 8L 2—ZEATEHIVERAE L F—XIE
- BEEE L 2—0OP TEHEIICE-T AL 27— iEFE
« Fi 8EtELA—EBINEE
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W 20024

o HRERE MEEU I —ESATHI2EMELV 2 —XE
o BIEHREE -0 TS &> T 2B 2B P
= iR 4EEUA—BIERE

W 20034

« FREE 1MEE 32— ATHIERR 5 —XiE
- BEEE L 2—0OP TEHEIICE - T AL 2—iEFE
« IR 1M1EEU2—EBMEE
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X4 2000 | 2001 | 2002 | 2003 | 2004 | &

FREE (18) 25 8 4 11

XiESEr (1) 3 2 4 9

WxEE5— (@) 25 | 30 32 39 | 46

XEFHE ®9+>) || 100 | 130 | 142 315.6| 100 ||687.6
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HfFSNH8R (1)

s BUS—HYRPEREEZFEM OANLULICTHETETERDEMSTFICE 1S

IRERAMETREMICHIG
. H B ETERRE DS HDLEL AFE AN
IS R e
B

» EFHRARTFREZHRSSLTHERMOERABECERAL, XA
BARBGHARGEZRELTERRFNERAL

SSR-2005 &k 2
ERBAEARRATR . e No.44

22



HfFSNOHMR (2)

» ERXRARREXIETS_LTHREORRRFHER
ELT #RAMKEOHRARBEHRUVERRELZ LS

s ITRCCEHIN-E BT ANDHABILLERRURAEFRELZEER
BLTO)a—VNL—LGEHRRD IT HIFTT7ZA)H, /UK, hEGEHRR IT
IO TFlbEmEE{RE

XERY : EN.ERERE, SCI SRS, S/'W, R ES
ERTHHEEEBGEN£58), BRERWREEGES,

&%)
SSR-2005 & k& No.45
s — ST AN
o B % MRt 42—
s MEERGISHZE 24— (Inha Univ.)
s e-E DR RF MRS — (Seoul Nat’ | Univ.)
* Y7 FOERBE LS — (KAIST)
TIOLN « AVEA—B—T 574V I RIIN—F % VT T4—
=l S Rtz 42— (Ewha womans Univ.)
(8) * RIVFAT4T7AVTYBE 42— (Dongshin Univ,
Sw/ s = LT =A—3>t>4— (Ajou Univ.)
FIOANL * Grid SF)L 7R S2— (ICU)
=0 ) « TORILBRETEREM (Ulsan Univ.)
(13),
Embedded ||+ YIroz7HE LT 2— (Konkuk Univ.)
sSwW o RUKA LRT—RYIrIz7HRRBRERAR 54—
(2) (Sunmoon Univ.)
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o B—BN (2)

S8

BmaH

et 24—

Swi/
TIORNL
arToy

(13),

TN TV
()

» R BEH TR > 42— (Yonsei Univ.)

« REBUEH R 24— (KJIST)

« AF4TY—E RBEMBEE 2 2—(Kwangwon
Nat’l Univ.)

HW &8 &
(13),

HMEERY—ER
ARy 1)

- MR —E ARy MRE 22— (KAIST)

Rtk PC
(4)

« (B E R MR 4— (Hanyang Univ.)
« R4t 3D T4 RFL—BFK 2> 2—(Kwangwoon
Nat’l Univ.)

c ISRAFYIERFH R 42—(Pusan Nat’l Univ.

ATAIRNF—RERVEREFHAR L 2—
(Gyeongsang Nat’l Univ.)

R PPN
SSR-2005 £AHRER NO47

T Z—HE (3)

vy |

RS H

WEt 44—

HW £ &

(13)

IT SoC
(4)

s ALEaTAIa/LILYMO=H Rt 2—(Inha univ.
 RFICt>4— (Kwangwoon univ.)

- BEREEREL AT LHE Y 2—(KAIST)

*IT SoC EHEfiT#AE > #— (Yonsei Univ.)

TULATAYIR
(4)

» BRCRBE R TBFE 22— (Chungnam Nat’l Univ.
- R LBS i AFE £ 4—(Chonbuk Nat'l Univ.)
« Vehicular Infotronics i tz> 48—

s TILLAT 49O REFHHAMT (Cheju Nat’l Univ.)

( Chonbuk Nat’l Univ.)

R H O
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T8N (4)

ok ] B % MRt 42—
R—L « BIEHERGEENE > 4— (Inha Univ.)
FYED—2 (2) | | « F—LRYFT—IBFE 22— (Chung-ang Univ.)
i « Rt MREE W E > % —(Seoul Nat’'l Univ.)
BEIE/ %E*J;E“‘r% s ENAIRILFATATHRELS2— (ICU)
RER{REE/ (4) + HY-SDR #%+>4— (Hanyang Univ.)
ZDfth « OFDME ## 5 #18itz> #— (POSTECH)
(17
« Rt A 83—y AR 2— (Korea Univ.)
BcN F BEEBRYAFATATHR L5~
4) (Sungkyunkwan Univ.)
« RERK-REMAEHRE L 5— (KJIST)
*BcN T O=7YL T HRESE— (ICU)
SSR-2005 £ A& & No.49
S, T AN
2 Z—B (5)
ok ] B % MRt 42—
- TER R AT 2> 42— (Korea Univ.)
- ISR {RE AR IR > 82— (Sungkyunkwan
Univ.)
LA s Linux X7 LBREHFE 42— (Chonnam Nat’l
B (5) Univ.)
SRR/ c BEIRYED—VBEBARERTRE L 2—
Z0OHh (Kyungpook Nat’l Univ.)
(17) c AV A—FYINMRERGHEAE 54—
(Chungnam Nat’l Univ.)
RFID/ « Xit4 RFID/USN B%EEAF (Yonsei Univ.)
USN(1) :
ZDfth

(1)

< BEHF > 42— (Korea Univ.)

R H O
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ok ] B % MR 52—
IT
BAEMEE |- BIFRUVEFRBEHAR LV S— (ICU)
(1)
BRHS | gy || EEHGEMA RARAERIE £ 5— (Seoul Nat
(3) = 1) Univ.)
KR
MEERE | | RHAESREEHRERE L2 S—(Hanyang Univ.)
(1)
27K% 46@ARRR 5 —
SSR-2005 £k &= NO 51
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RERRER M AR 2—

(Korea Univ.)

W RHAR : 2000.7 - 2004.8 (1BRER T BERFSFORES 2 —RE),
2004. 9 — (2FXRE)
Bt 42—E&K: Prof.Jongin Lim ( Korea Univ.)

L L d)IE 6 : only Korean

Korea Univ, (Jongin Lim, Donghoon Lee, Sangjin Lee)

Korea Univ, (Jongsub Moon, Hyungjin Yang, Seokhee Hong)

Korea Univ, (WhiKap Cho, Youngho Park, Seokwon Jung)

Semyung Univ, (Changhan Kim)

Baejae Univ, (Suhak Sung)

Kookmin Univ, (Okyeon Lee)

Safedigm Inc.(Changhee Lee)
BCQRE Inc.(Sungjun Park)

SSR-2005 £ {hRE S No.53

THEHRRE R BT R 57—
(Sungkyunkwan Univ.)

mEFZEHAR : 2000.7 — 2004.8(1EXFESE T), 2004. 9 — (2B%RE)
B> 4—&K: Prof.Dongho Won (Sunkyunkwan Univ.)

m 2B RE O AR : only Korean
] eggEREl / ftgeq'_ulj?z;ﬁj_: Sungkyunkwan Univ, (Dongho Won)
Bl P 32 Sungkyunkwan Univ, (Daeho Jo)
USN IE 18- Sungkyunkwan Univ, (Taemyung Jung)
HHIELLY AAA Ewha womans Univ, (Gi-Jun Chae)
ZmpAR Hongik Univ, (Youngcheol Shim)

Yonsei Univ. (Jusuk Song)

REXBLIFI—ITO Sungkyunkwan Univ. (Hyungseng Chu)

Sejong Univ. (Taekyung Kwon)
F—AERHERY Sungkyunkwan Univ. (Seongju Kim)
2 A Rl B it B 58 Sungkyunkwan Univ. (Ungmo Kang) | No.54
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Linux AT LRERHAR U 2—
(Chonnam Nat’l Univ.)

mHFZ AR : 2000.8 — 2008.7
Bt 4—f&: Prof.Bongnam Noh (Chonnam Nat’l Univ.)

m FAES : only Korean

Chonnam Nat'l Univ, (Bongnam Noh) 490 -3 | AR
& WRFEFERZE | Soongsil Univ, (Youngsung Moon)

Chonbuk Nat'l Univ, (Moonho Lee) ﬁ[ﬁ'%i'iﬁ]fglp A5

[
Sungkyunkwan Univ, (Youngik Um) e 8 ek
(&7 i R Hannam Univ, (Jaekwang Lee) i it

Inchon Univ, (Byungjun Min) (#)Secuve
- Wonkwang Univ. (Hyunghye Lee) (%) igloo sec.
i ﬁ'ﬁﬁﬁﬂi POSTECH (Jong Kim) (%) Inzen
BANRS—VRUY Yonsei Univ. (Sungbae Joo)
REE B fiBASE Mokpo Uinv. (Jaehyeon Seo) No.55

BIaRryrI—VRHRABRGTRAE 22—
(Kyungbuk Nat’l Univ.)

mHEFZSHARS : 2000.6 —

m+>4—&K: SangJae Moon (Kyungpook Nat’l Univ.)

m AR

: only English

Interface Information
Security Technology

Kyungpook Nat'l Univ, (Sang-jae Moon)

Core RadioNetwork

Al Gk

Dittotechnology Inc.

Security Technology| HOSTTECH (Fleang Log) CompuKorea
Home network pcaglet
Security Technology Kyungpook Nat’l Univ. (Sangwook Kim) Hyundaist

Security Evaluation
Mobile Network

Pukyung Nat’l Univ. (Jihwan Park)

SecurityTechnology

Shinwontechnology
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13—y MREXAICERTHARE5—
(Chungnam Nat’l Univ.)

mHFZEHAR : 2003. 7 -
B+ 4—&K: Jae-cheol Ryou (Chungnam Nat’l Univ.)

m FAES : only Korean

Intrusion Detection .| Network Intrusion | Integrated Security
Protection Research||Detection Response|Technology Research
Team Research Team Team

Internet Intrusion
Response lab

Chungnam Nat'l Univ. (Jae-cheol Ryou, Taeck-geun Kwon, Hyong-Shik Kim)

KAIST (Sehun Kim, Sung-Deok Cha)

Soonchunyang Univ. (Heung-Youl Youm)

Hanshin Univ. (Hyung-woo Lee)

Hanyang Univ. (Jae-il Jung)

Kyunghee Univ. (Choong-seon Hong)

wNu.o/

Linux VAT LREHREF—
(Chonnam Nat’l Univ.)
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[ b g 52

BANREI—VERU
HREL 1T B SE

VRATLRURYNT—Y
REFMHTEASE

B PR

EREABAFR BT 1R
UNCC S 5h (IR
Gail-Joon Ahn 3@[31%4 if'_jlﬁp FH
PRI 485 I A = T
BR, 8&, F4Y AUFKE o s s Biiigtn (¥%)Secuve
IPv6 Forum Korea < > (#) igloo sec.
REEHE Bt A (#) Inzen
g@gl'[ﬁiﬁiﬁl%ﬁl‘éﬁﬁﬁ%‘ — g .
aapR NN PIA SR L L . NO. 59

s g S e s o

E-FHEETILA)

n P HWorkshopRifE (2[E1/4ER)
- BEREAHISHEMERIIZTT, EXRBIEXRMTS.
- RREXEAROBERBERYEH THRRICRIT S.
- RSN FERMEHAL TELERAT SERKICEMNBIERNEHET 5.

» EXEAFMRODREFEERARER S OREEE SR (2004

F2R)
- BRSNS PRKEIERRT S

- IRFAERM RV FRERDICH T IERKICLREEMBEERERVFEETS.
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= FIRETETIL(2)

EFH R R mH0FHE

ITRC ForumZ:@LC CEZERFEHE M T 5N EMHHEEHFETS.
BEEARLHBL TR I —DORFERMICSHLTLERL TR EE
FEY5.
BEFICEZBABHNEHELERICEERMICNT 2 HEMBERNE
FE9 5. : #Secuve #inzen Migloo sec. IHE

E N 1E R SR EE R E R 38 AT D £ 4t B Y
BEFEEERAK SEETEERERLE OENHERELBEREAHN
I ERALDR LM, # RIDHATKEIC T S8, RATBIRI A ARG
EERRT5.
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W3R EReE B IR

O12BSMKF D HRBRFEHE
- #FKLinux> AT LIRRAFE 2 4—(LSRC, Linux Security
- Research Center)Z /bM< 4B FHIZREIC 12ES MKEHNFEEE
HETHEE

OEMMGHRMRAERFME (61 £ )
-3REEFET OE/IFEDEHHLEHRRBERDORBROI-OKBHET
- SIEBEMOEMXRRVHAEF RO R

OMRMEICHTIRELARAMREICLIMERSE
- IREEOFHEIEZE B EMITERL TERT A
- 20044 1 R : SRR FARIC K BTN AR b I EE I 5E4T
- 20044 58 MR EFARICIKEEL TR XITICH I 2R A MR T
- BRRETEICx 3 2 =AE 1%t 9 B 5Fl & b T, A& SRl ERET
REEODHARBEEEXMH
- M R USRRES NIk > Tt T 47 (Incentive) X #4
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ZETDTrusted OSHIAZEEAF(1)

= BEODTrusted OSOTRAEFAFKIT1990F K F EMSIRFE ST
o RYDHARITTVEAHEATrusted OSHH—A
= KISAYETRIOMEE N EERE Lo
o HMENDTIODIHNERIT
» BETRYOERA/N—C3> DOARIE200045
e TSonNet, Secuve
o RIATIZ10REDEHEMNKISAMSDCC (Common Criteria)
DFHEEF->TLD
o ETRIGHARZRELRITTHY, FreeBSDER—RELT:
TCSEC B248Z M Trusted OSERFEL TS

o KISAIZMDEAEF ) T1E MERBRICTrusted OSEEAMli g
BIIGIZHB
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ZETDTrusted OSHFAEEAF(2)

» BETHREIN-I{HNSNT-Trusted OS
e L4Linux-MLS and RedOwl SecuOS
e SecuROS
e SecuveTOS
e SeeCure OS
o HthIZ1132E D Trusted OSHH S
s REIZBWTH1990FEN50SF ) T4IZBH 3 582 E
DEARZBTHENFERINTILSD
= HREAFROAIE, HAMGEERZESTLNS
e MAC*>RBACHE%
o TRFIREELAR) BB
e EVa—I)LELTOEE
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HHARAA AT LDEF2) T4

de &2
= A=
([ J

BERIEKE) AKX
« BEIE, EFEHE, RELGE
s FAROEEEEVRATLLEE D EE sk O
BORBENBREHIGEE, URIHNKEL
= FRRE
o JNLEEEE S
o /\yT1)
o FEME
o IIBRSANLDIRE
e OXK
o HHE/EHR
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HARARH AT LX) T4 DEIRGEE

= FRE AR
e P. Koopman, “Embedded System Security,” IEEE
Computer, Vol.37, No.7, pp.95-97 (2004).

e S.Ravi, et al, “Security in Embedded Systems:
Design Challenges,” ACM Transaction on
Embedded Computing Systems, Vol.3, No.3,
pp.461-491 (2004).

e P. Kocher, R. Lee, G. McGraw, A Rachunathan, S.
Ravi, “Security as a New Dimension in Embedded
System Design,” Proceedings of DAC 2004, ACM
IEEE. Pp.753-760 (2004).

= XHAEDHROWeb LD RFEMEFLSD, HEH
B%#WeblZi55;
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OSOEFXaTADWLEMSE

" REEDOSHRIRER
o N—YF)LavE1—4
e DAILAR, RINADTT  F—0OH—...
e H—/\MOS

« T—E2(WWW, FTP, Sendmail), DoS ...

o X al)T4/\wFIZKYMETEEZEIYERL
o OTALATVEY
S>+9HAEEFZNZLEL

(PPT edited by & ¥ 3XHB)
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X1 70SHartTk

= EXa70SOartTh
e MAC
+ Mandatory Access Control
o TE
+ Type Enforcement
e RBAC
+ Role-Based Access Control
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X1 70SHartTk

Linux? 35 m:m +Xa170S

[

JL—HERR

s

(&

R/NFIE
T34 |:> 2.TE and 3.RBAC
L IN—3yarFzvy

DAC

B EE }
1. MAC
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1. MAC

Mandatory Access Control

= 8% D Linux: Discretionary Access Control (DAC)

= DAC: ATz DFRBENT IV RAERERE

s MAC: BEENA T OO T I LRIERERTE
SETOTIERERITEEEICLYRESND

EBREICLLOBEENES
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2. TE

Type Enforcement
= type/domainZE&9 %

o typeldA Tk, domainldF7aOERIZDIF5NS
= domainhtypelZE D KIIRIEERITTETOIMNETRE

1 :

=/FFEZRE

pe
_content_t

read,write,lock...

Index.html
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Role-Based Access Control

s 1I—HOEIEz. FIFATESdomaintE & E

51 -
role
usr
R/IMNFHEZER
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OStxa)T1DFRE()

= Trusted OS Research and Development

- Including Korean cases -
Hyung Chan Kim, Wook Shin, R. S. Ramakrishna

Commercial products of Trusted OS
(except Secuve and TSonNet)
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OStFal T/ DATHEE() vy

s N\YI7A—N\T7O—%FBTHEAITE~D X EEM
o WBEHIITOISLIZRETSH/\JEFHALTEE
NDIA—REETTHEVSIRE

s OS5 RID % R
o INA—2UYF 7 Hii
o FESARMTHLM
o OVUNAIIEFIZEFaT7HEa—FREERT S
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OStFxa)T/4DRERR

= A—H(EEE) QDX RKZM
o AEEEHEZERDRRZXM
e SandboxZ FAL M=t SR AT
e MAC (Mandatory Access Control)
e RBAC (Role Based Access Control)
e MLS (Multi Level Security)
e TE (Type Enforcement)
o VAT LI—IIERVWDSEERAM
o N\AF)I—REEITT Sl
o SATSIZEDEAM
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INF—2F 2T H i

» V—RO—RIZHESBEEOHLIBEHMNETNINESINE

EE

o RERFICIIBRAGZREZBICRZA S TRIZ

e ITS4, RATS, Flawfinder&E N 7£7E

o INA—UYFUTIZE->THERRIN-MHBEDFR
FRIZ,V—ROA—FE X aT7HLDICEZTHRZ L
T ELITHhNTLVA(Haugh et al. ‘03)

o FIAEMNMBEEZL-BHIXBE DO Z
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18 SR AT ST

= Eﬁ(ﬁﬂﬁ’éﬁﬁL\’C‘/—Z:I—F’&EH%HZLT:%XUK(:%

° ‘/E,]Z:I—I:Wgﬂo)gﬁiﬂﬂ"]fif’g,ﬁ%%ﬁ?é:&%
B

e Splint(LCLint). Cqual

o BXBRMICHIFZEMADEICE>TNYITFFH—N
J0—fEsEHEDBREHEEE £ IF 585K (Larochelle et
al.’01)

o SMEBMLEBEZMRRT 57-OICY—ZXI—FIZxLT
BITIL—ILELTERER R T I E

o V—AO—FDFMFRITRMZzEERIISERL:
#ZE(Wagner et al. '01, Oyama et al. '03)
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AVNAIIVEFIZEFXaTEa—FRE
AT AR
= BEMIZNYIFA—N\TO—[EEEEZRAERTEHY—R
OA—FoRELGRITI—FZTER
e StackGuard. Stack Smashing Protector(SSP).
Bounds Checking. PointGuard
+ StackGuard&SSPIFA—2F KL ADRIIZHT
D7 EFENDEERALTESBRZIONTLSD
=FTVY
+ SSPAoPointGuardIZ[ERE TRLGN TVSE
OB HDREICLY . BRI 2ERHOEHN
ZHS-WEIZxt I SR
+ Bounds Checkingl3Z # OB HI DA K. FIA.
HIFRZ 1B B
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AR EEEET AL R

= %?ﬁf%ﬁ‘éé‘?ﬁﬁ?‘é:tl:J:o'Cj’El7‘3.&%?%!:%?‘??’6%%’&?&2
1oy
e Openwallld A —HAEYFEEHICENTRAYINOEITI—FEREITT
FRRVNESICTT DHEREE D
s RAYYDIERITILHEETIIRE TELRLYI7F—\T0—KB LS
LDIEFEE(E—TF—/1\T8—)
» ROFSLFRTBAZRL-T LA (Linus Torvalds, ‘98)
1. N I7A—N\TO—FRBILTYFI—2TRL R Esystem> 1751
BADRAATESZH]ZD
2. XE‘J’JJ):GMKGM/i‘»in%%ﬂ*U%O)‘GJ:L\(systeml¥l§510)'J9—>
TELR
3. RDINAMIEEFSATSY) LD/bin/sh3FFI MRS =GB ~D
RAVITEEMA 5 (systemBARD 5150 &, systemBA%KIT5 1%L
TESN =3 F 5% /bin/sh -cD 5 EIZLTEST
= OpenBSDTI&., 7055 LERITHICR AV IBEEPE—THEEBOTRLR
EHENITRES DA
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SandboxZ FAL V=%t SR T

s 7AW RTLENRT HIEICKYT T r—30T
AT S LD LERIRIBEE T 4L U N EEZ HI R
o HEZ&/RIZHDH
= Janus . Mapbox., SBOX. Consh
o A—HLAJLIZEWTYATLI—IILDREITT ST
mE &2
= SubDomain, TRON, DTE#E
o h—RILAIZYI7LUREZAZRELI-HE
= Java &3(1270Y SV EELANIILTOERE
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MAC(Mandatory Access Control)

n DRATLIZKYROSNF=R)IZEDWNE=T7 IR

EN AN R

o VAT LTROLNF=ARYDIZEDHIEDHIMET
5= DEHEHI T

o WEEHERTAJIISNILEEIEN, MLS(RILFL
NLEFXAVTNHDE

o HEZLDtEF170SIZEE (Trusted Solaris.
SELinux)
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RBAC (Role Based Access Control)

= RBACTIEEEIELEIES1—FIZHIR =D SEIER
EE|Y M THIEEARE
o —ENEEEEERTOODERNEOERE
5
o EEECVLEL LOERESZ T REORIMELE
BO1I—FICLHEEDHREERE
e RBACOZEEHIIZIXSolaris8, 9, SELinux#i & MFEHE

SSR-2005 £ A#fE 4 No.82

41



MLS (Multi Level Security)

» MAC#EHTHH TP/ (A—FHpTOtwREE)E
AITOOMNT7AIL., TALIRIRE) EIZH5E
o HITUTHUMIIIHESNILEERLFHE
o AT HMIHT BT IOERTIH,. AT IRt
BEXNF-#EZINILILEDEBAEIZEYEIE

n EZONTERLVEEVEZEXR 2 DIERICTIERT
HN%EMEIE
s MLSOMOE#EH &L TTrusted Solarist°SELinuxh‘dh 5
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TE (Type Enforcement)

w IO HRAT O OREDRBIDBEIRTT VA% HIfH
ERY
o VATLLEIZHEHELBAITARTOHY IV IREAT
DIIMIETORRGIEHDI=H DS RILHTE
o TE TIIHY Tz HEAT I ESNIE=THE
AHIEHA LT AT LLRNILTZEDHIfEHG &
Zea KB ZBAT
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VAT L= LAV SEERA

s TAYSLMNRITTEVRTLI—IL— U R%EN-
gram&MfE(EN YT —r U RZH T TIEEBEZEY
et 1+ B EEIRE(Forrest et al. 96, '98)

o N-gramFZICBEET SR ELTIE, P RTLO—
IWo—H o 2P BB =N-gramI IR LTT—423 1=
4 %# F(Lee et al. '98)

e N-gram(ZHTANDRESE A EIZT 8% (Marceau
et al. '00)

o N-gramlZH 15 < DL AT La— )LD FITE
fIfEIfRI<E B L1=8#%E (Li '01)
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VAT LOA— LAV SEERA

VAT LI—ILDRITEIREEBE LS X HFinite State Machine
IZED<Fi%k(Sekar et al. 01')

o Kosoresows &Y AT La— /Lo — U RO RIZEHMIZRES
1}@94;')7 —lroRE TN T NREEEL TEE (Kosoresow et
al.

e Hidden Malkov Model (HMM) Z R\ =E T ILILE1T5Fi%
(Warrender et al. ’99)

. ’/ngéjb:l—)lzd)?yI§SII:’DLVGE?‘)MI:Eﬁo?‘:ﬁﬁ%"ﬁ(Kruegel et
al.’

s VRTLO—)VZE DWWV I DU MM —RDEF L RT A
(Helmer et al. ‘42)

s VY—RO—FOFHMIBRITEMZFRAT SR

° 47&?35%*5’&#5EFE‘JI:#E?ET%?"WD:L’S“?VT—FVH/
(NDPDA) # 4 i (Wagner et al. '01)

° Xl’{‘(‘)ys?'l‘ﬁil?z’é*llﬁﬁL'C%U?ﬁﬂ?El—E;’J&EE‘]I:#E?E(Oyama et
al.
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INAF)A—FZ BT Dkl

» V—ROA—FEOVNAILTHIETRHRLONS/N(F)a—

RIZX LT, BT OB EEITOH

o NAF)IA—FDFFNMBTEEETHZ Z1EE (Prasad
et al. ’03)

o H—/N\[TIELGNTLA/NARFIZELWNEITAIREG S
SIMERBSNI=IGEEITEAITAEHTE(Toth et
al. '02)

o NAF)I—RERFTIEMETIIr—3a>n
BaVAILHABEGWVGEEDFIR

SSR-2005 £ A4 No.87

AT FIZE DT

w SATSVEMTETIVr—3>T0ad S L0FAT
AHEBEEEESTIATIVEBIET HIETEX2TA%
|k

e Libsafe*>libparanoia® &>5%t D MNEHE
o BEEXMZON-BHEFAL-HELMRITELRL
LSRR

= SAT3A—LERAVSEERIOHAELITHH T
%)
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X217 OSEEDHZEEF

s |PAIZEKB7UERGIHBEEDREE
o 1GEEEXLLTUTDIT—IEEN
o POERGIHICET 52X 1) T4 R —ETILORE
o BEFBFVATLIZEITRT R FIHESICRET AT
o BEET 2 ZAHEEIZE I WebH—/\IZEET BT - R
o EFBFFICEITE X2 )TAICEELIZOSEERLIERY
ATLZFICEHTHAERR
o EXITOSHER
o IV AT L, XEEBUATLADEXFLTOSOERAT
BeME(CDUNTHRET
e REEFXSAPICOHEFE
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X127 OSEEDHEER (2)

» EERTH, EX2170SOHEMADELO=—DE
ED)
o LML, EFa7OSHOARBHLGIRACLEEILIICH
i
s RFIZBWTE, X2 TAICEATHAMEAADRE DL
=1

 BEDEX1TABERDI ROV LDFERMHE

SEDEM
o HRIFFBEHIZHEART, PRATLEXA)TAOWMESE
A A
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IEZF lﬁ@
l—hl
EBZF
}:EIE_E% -

e AP Y A ETRI NSRI, KISA
NICT, Security @ EE {4 5F = E
SSR-2005 &A= No.91
AN % =
S 1% (BTE)

= IR O#E (GIST, £3%)
e Mr. HC KIMD{E TG ETIX

 TOTEDEE (BE)
o hE, PVHR—IL AUF

= OS ¥al)T1 2> HEHM RATLEX2UTA
e Database security ({fit.com=E )
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FED

BEOHEELEEL, OSOtEX1T+HifTLEBET
DX 17O0SOMATIKRRIZDOVNTIRAE
BEOMEIOSIIMNIDLTEHRE
BEOMTELLARATRERLRE

ATODIHL TR, EEATRETHENHo-LDD,

OSEED-TSYNIA—LEF )T DHEIZS %D
WWBEEZON, COIOILBEZDEEFXLIVKESESD
WWENHS.
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BEMEX-SSREHRH-BEROFELES

BIRULM=F2E R SIS
HYNESITTNVELL,
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e [F] B 72 0D FE R 3R

CSS(avEa—AtXxal)Fa4IriRI L)2004

e Hyung Chan Kim, R. S. Ramakrishna, Kouichi Sakurai, "On the
Privilege Transitional Attack in Secure Operating Systems",
Computer Security Symposium 2004(CSS2004), pp. 559-564, Oct.
2004.

e Ji-Ho Cho, Dong-Hoon Yoo, Hyung-Chan Kim, R. S. Ramakrishna,
Kouichi Sakurai, "The Design of Convenient File Protection based
on EXT3 File System", Computer Security Symposium
2004(CSS2004), pp. 565-570, Oct. 2004.

e Wook Shin, Hong Kook Kim, Kouichi Sakurai, "An Implementation
of Extended-Role Based Access Control on an Embedded system",
Computer Security Symposium 2004(CSS2004), pp. 667-671, Oct.
2004.

SCIS (BB LIFEHREF ) T4 R L) 2005

e Hyung Chan Kim, Wook Shin, R.S. Ramakrishna, Kouichi Sakurai,
“Constraction of RBAC-Enforceable Secuirty Automata,” SCIS2005.

e Ji-Ho Cho, Dong-Hoon Yoo, Hyung-Chan Kim, R.S. Ramakrishna,
Kouichi Sakurai, “XExt3: The Design and Implementation of a
Security Enhanced Ext3 File System,” SCIS2005.
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ARMAREDOREELLESMNE (103HM)
o ENZZBSMEMARITEEHLEDT =N
ERNEEDKRELSINE (495M)
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